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A true story -- last month I received a text 
message from my son, a sophomore at Penn 
State University that said that his iPhone was 
broken because he could no longer make or 
receive telephone calls.  While I attempted to 
troubleshoot the issue, I received a $1,000 
data usage charge attributed to my son’s 
iPhone number.  After days of investigation, 
coordinated through our cell phone provider, 
it was discovered that someone had hacked 
my son’s iPhone information at Penn State 
and sold it to someone in the Philippines. 
Fortunately, we were able to resolve the issue. 
Nevertheless, the situation is a stark reminder 
of the ever-present dangers that lurk in our 
technologically advanced society.  
Cybersecurity threats are everywhere, and 
everyone is a target no matter their financial 
means or technological savvy, even college 
students who grew up around these devices. 

The threat of a cybersecurity breach in the 
private sector is even more troubling. 
According to cybersecurity experts, the only 
companies that exist in the United States are 
“those that have been hacked and those that 
don’t know they’ve been hacked.”1 A 2014 
investigative report announced that 43% of 
companies have experienced a data breach in 
the past year, with the size of the breaches 

increasing at a rapid rate.2 It is not surprising 
that the average citizen that reads these 
statistics will worry about the security of his 
own private information maintained in the 
private sector, i.e. social security numbers, 
credit card information, and account 
numbers.  Likewise, such statistics should 
make the Chief Risk Officer of any size 
company agonize over the question of “when 
will it happen to us?”  These recent studies 
suggest that there is no doubt -- your 
organization will experience a data breach of 
one type or another at some point.

In fact, the year 2014 was dubbed by many 
“the year of the breach.”3 You cannot assume 
that your company is too big or too small to 
experience a data breach or a cybersecurity 
attack.  Most small companies are soft targets 
because they do not have the financial means 
to build an impenetrable security system. 
However, even if you have financial resources, 
the reality is that no company is too large or 
too secure to be attacked.

Most businesses have been slow to 
acknowledge a vulnerability to a data breach 
or cyber-attack, despite the attacks on 
companies like JPMorgan Chase, Anthem, 
Target, Staples and Home Depot that have 
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SGK is pleased to 
announce the 
formation of its 
Cyber Security 
Practice Group. As 
has often been 
quoted, it is not a 
matter of whether 
your company will 
suffer some form of 
data breach or 
cyber-attack, but when. And when that 
happens, you will need to be in position 
to effectively deal with the cyber-attack or 
data breach in order to limit the impact 
on your customers, your business 
reputation, and of course your legal 
exposure for potential damages. The best 
time to prepare for these events is long 

before they happen. 
SGK is well 
equipped to assist 
you and your 
company in putting 
together a security 
preparedness plan 
or, in the worst 
case, assisting you 
through a breach 
crisis event. Our 
Cyber Security 

Practice brings together a team of 
seasoned and top professionals with a 
long history of representing and advising 

clients in the privacy and data protection 
areas, including financial services clients, 
health care clients, and corporate and 
tech clients with databases of sensitive 
and non-public information. From advice 
to litigation, we have the tools and the 
team to help you protect your enterprise, 
or navigate your company through the 
tumultuous waters of
a breach event or cyber-attack.

This new practice group is co-chaired by 
Shareholders, James R. Hankle, who
brings over 30 years of litigation 
experience representing clients of all 
sizes and in complex matters, and 
Edward G. Rice, who brings nearly 30 
years of representing financial 
institutions, tech companies and other 
corporations in matters involving privacy 
and data protection, and response
to data breach and cyber-attacks. Please 
contact either Mr. Hankle or Mr. Rice for 
immediate assistance or for more 
information about our services.

been widely reported about in the news. 
Interestingly, and perhaps because it affected 
popular culture, it seems that only the recent 
cyber-attack on Sony had the effect of 
uncovering just how susceptible the security 
of a sophisticated electronics company could
be to a cyber-attack and the complete 
absence of crisis preparedness.  The Sony 
hack was nothing less than cyber terrorism, 
which included extortion, blackmail and 
infrastructure destruction.  As evidenced
above, these attacks are becoming extremely 
complex and can easily and permanently 
cripple a company. 

Moreover, numerous class action lawsuits are 
arising out of cyber-attacks on financial 
institutions and retailers to the point that they 
are forcing the lawyers for these companies to 
act, not just as enforcers of the law, but as 
chief crisis managers.  Unlike 40 years ago 
when most general counsel were in charge of 
corporate contracts, licensing, regulatory
oversight, mergers and acquisitions, policies 
and procedures, and employee relations, 
today’s general counsel are now faced with 
nameless, faceless foes in the form of outside 
hackers, inside rogue employees and/or 
simple errors that lead to the leak of private 
information.

Believe it or not, when data breaches and 
cyber-attacks occur, it is usually discovered 
by someone outside the company such as FBI 
agents, Secret Service agents, local law 
enforcement, or banking officials.  These
outside individuals then alert the company
that there has been unauthorized activity 
involving credit cards or a customer’s 
non-public personally identifiable information 
(“NPII”).  The company’s information 
technology (“IT”) department will then trace 
the unusual activity, acknowledge that the
company’s system has been compromised, 
and a computer forensics firm will be called in 
to identify where the vulnerabilities lie and 
begin the investigation into what information, 

if any, has been taken from the system. 
Unfortunately, it is often only at this point that 
the company realizes they are in the midst of 
a crisis without a crisis-response plan and no 
crisis manager.  A crisis which, if mishandled, 
could lead to management dismissals,
plummeting stock prices and earnings, bad 
press, loss of consumer confidence in the 
company, exposure to legal liability from 
regulators, and consumer class-action 
lawsuits.

Fortunately, it is not all bad news.  There are 
great lessons to be learned from the mistakes
of others -- that is, a company with a
proactive approach to cybersecurity and crisis 
management is better equipped to handle a 
cyber-attack or crisis situation than a 
company that must react to a situation.  In this 
regard, good crisis management begins long 
before a crisis hits by addressing the 
following:

1. Inventory & Review
Conduct an initial data audit and establish a 
regular risk mitigation assessment and review. 
Ask the following questions:

• What kind of data do you have, how sensitive  
is it (e.g. health, financial) and what  
protections are currently in place? 

• Where does it reside, who has custody over  
it and who can access it? 

• Which laws apply to your data (e.g., GLB,  
HIPAA, FRCA), what potential legal liabilities
do they create for the company, and what  
kinds of policies and protections are needed  
to mitigate harms? 

2. Develop an Internal Crisis Team
The internal crisis team should include both
the company’s internal management and
external IT professionals.  If applicable, the 
internal professionals should be the Chief 
Executive Officer, Chief Operating Officer, 

Chief Financial Officer, General Counsel, Chief
Privacy Officer, Human Resources, customer 
service, marketing lead, corporate
communications, investor relations and IT 
manager. It is strongly advised that the General 
Counsel, as a fiduciary, be prepared to act as 
the internal crisis manager.  Some companies 
assign the company’s crisis response to 
human resources.  This is a bad idea because 
they are not lawyers and the all too crucial 
attorney-client privilege does not exist.

3. Develop an External Crisis Team
The external crisis team should include 
experts in crisis communications, computer 
forensics, customer notification, credit
monitoring and a law firm with a solid 
cybersecurity and data-privacy practice.  Just 
because a firm has a large marketing budget 
and a high-profile brand does not mean they
have the most effective attorneys to ensure 
data privacy and to protect against cyber 
threats.  The same holds true for public
relations firms. You must choose wisely.  It is 
advised that a crisis-communications 
professional works in tandem with a data 
privacy attorney, who will act as your 
external-crisis-team leaders and your 
partners in the crisis response to preserve 
attorney-client and work product privileges.4

Outside counsel must determine the 
company’s notification obligations.  Analysis 
of notification obligations must be completed 
promptly.  Data notification statutes exist in 
46 states, Washington, D.C., Puerto Rico, 

Guam and the U.S. Virgin Islands. There are 
common requirements present in most of 
them, such as notification obligations for 
breach of NPII, but different jurisdictions 
define NPII differently, require notice sooner 
than others and obligate companies to act as 
a result of certain triggers. For example:  

• 26 states list the definition of NPII broadly; 
• 3 states trigger notice by access alone; 
• 39 states require a risk of harm analysis; 
• 17 states require notice to the State

Attorney General;
• 7 states require notice within certain

time frames;
• 17 states permit a private cause of action; 
and
• 42 states have a “safe harbor” encryption  
 exemption.5

4. Crisis Preparedness Planning
Every organization in business, no matter the 
size, should have a crisis plan in place. You 
should hire a crisis communications firm that 
specializes in these practices to help you build 
a plan for your company, and then have your 
privacy attorney approve the plan.

5. The Crisis Plan
The plan should include:
• A crisis team, with crisis leaders; 
• A crisis team engagement and

communications protocol, including
encrypted communications and external
site for sharing information; 

• Team roles and responsibilities; 
• A crisis procedure-sequencing of events; 
• Situation assessment; 
• External communications protocol; 
• Media training; 
• External team procedure; and 
• Media monitoring.

6. Messaging
Messaging after a crisis is critical and often 
determines the outcome.  You must work
with good crisis-communications and 
data-privacy law firms to create messaging 
that is precise, accurate and meant to protect 
the company in court, as well as in the news 
media.  Do not rely on your company’s 
marketing public relations firm for this 
engagement.  Depending on the type of 
business involved, data breach crises 
demand special considerations, such as state 
and federal regulations, national security 
implications and technology applications, 
among many other things.

The ultimate goal is for 
you to be prepared
and have the ability to 
efficiently implement an
effective crisis  plan.

For questions, please 
contact James R. 
Hankle at (412) 
355-0200 or 
jrh@sgkpc.com
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6. Messaging
Messaging after a crisis is critical and often 
determines the outcome.  You must work
with good crisis-communications and 
data-privacy law firms to create messaging 
that is precise, accurate and meant to protect 
the company in court, as well as in the news 
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Associate, has also
been selected by his 
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Rising Star in the Elder 
Law practice area. 
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that there has been unauthorized activity 
involving credit cards or a customer’s 
non-public personally identifiable information 
(“NPII”).  The company’s information 
technology (“IT”) department will then trace 
the unusual activity, acknowledge that the 
company’s system has been compromised, 
and a computer forensics firm will be called in 
to identify where the vulnerabilities lie and 
begin the investigation into what information, 

if any, has been taken from the system.  
Unfortunately, it is often only at this point that 
the company realizes they are in the midst of 
a crisis without a crisis-response plan and no 
crisis manager.  A crisis which, if mishandled, 
could lead to management dismissals, 
plummeting stock prices and earnings, bad 
press, loss of consumer confidence in the 
company, exposure to legal liability from 
regulators, and consumer class-action 
lawsuits.

Fortunately, it is not all bad news.  There are 
great lessons to be learned from the mistakes
of others -- that is, a company with a
proactive approach to cybersecurity and crisis 
management is better equipped to handle a 
cyber-attack or crisis situation than a 
company that must react to a situation.  In this 
regard, good crisis management begins long 
before a crisis hits by addressing the 
following:

1. Inventory & Review
Conduct an initial data audit and establish a 
regular risk mitigation assessment and review.  
Ask the following questions:

• What kind of data do you have, how sensitive  
 is it (e.g. health, financial) and what  
 protections are currently in place? 

• Where does it reside, who has custody over  
 it and who can access it? 

• Which laws apply to your data (e.g., GLB,  
 HIPAA, FRCA), what potential legal liabilities  
 do they create for the company, and what  
 kinds of policies and protections are needed  
 to mitigate harms? 

2. Develop an Internal Crisis Team
The internal crisis team should include both
the company’s internal management and 
external IT professionals.  If applicable, the 
internal professionals should be the Chief 
Executive Officer, Chief Operating Officer, 
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Chief Financial Officer, General Counsel, Chief 
Privacy Officer, Human Resources, customer 
service, marketing lead, corporate 
communications, investor relations and IT 
manager.  It is strongly advised that the General 
Counsel, as a fiduciary, be prepared to act as 
the internal crisis manager.  Some companies 
assign the company’s crisis response to 
human resources.  This is a bad idea because 
they are not lawyers and the all too crucial 
attorney-client privilege does not exist.

3. Develop an External Crisis Team
The external crisis team should include 
experts in crisis communications, computer 
forensics, customer notification, credit 
monitoring and a law firm with a solid 
cybersecurity and data-privacy practice.  Just 
because a firm has a large marketing budget 
and a high-profile brand does not mean they 
have the most effective attorneys to ensure 
data privacy and to protect against cyber 
threats.  The same holds true for public 
relations firms. You must choose wisely.  It is 
advised that a crisis-communications 
professional works in tandem with a data 
privacy attorney, who will act as your 
external-crisis-team leaders and your 
partners in the crisis response to preserve 
attorney-client and work product privileges.4  
Outside counsel must determine the 
company’s notification obligations.  Analysis 
of notification obligations must be completed 
promptly.  Data notification statutes exist in 
46 states, Washington, D.C., Puerto Rico, 

Guam and the U.S. Virgin Islands. There are 
common requirements present in most of 
them, such as notification obligations for 
breach of NPII, but different jurisdictions 
define NPII differently, require notice sooner 
than others and obligate companies to act as 
a result of certain triggers. For example:  

• 26 states list the definition of NPII broadly; 
• 3 states trigger notice by access alone; 
• 39 states require a risk of harm analysis; 
• 17 states require notice to the State
 Attorney General; 
• 7 states require notice within certain
 time frames; 
• 17 states permit a private cause of action; 
and
• 42 states have a “safe harbor” encryption  
 exemption.5 

4. Crisis Preparedness Planning
Every organization in business, no matter the 
size, should have a crisis plan in place. You 
should hire a crisis communications firm that 
specializes in these practices to help you build 
a plan for your company, and then have your 
privacy attorney approve the plan.

5. The Crisis Plan
The plan should include:
• A crisis team, with crisis leaders; 
• A crisis team engagement and
 communications protocol, including
 encrypted communications and external
 site for sharing information; 

• Team roles and responsibilities; 
• A crisis procedure-sequencing of events; 
• Situation assessment; 
• External communications protocol; 
• Media training; 
• External team procedure; and 
• Media monitoring.

6. Messaging
Messaging after a crisis is critical and often 
determines the outcome.  You must work
with good crisis-communications and 
data-privacy law firms to create messaging 
that is precise, accurate and meant to protect 
the company in court, as well as in the news 
media.  Do not rely on your company’s 
marketing public relations firm for this 
engagement.  Depending on the type of 
business involved, data breach crises 
demand special considerations, such as state 
and federal regulations, national security 
implications and technology applications, 
among many other things. 

The ultimate goal is for 
you to be prepared
and have the ability to 
efficiently implement an 
effective crisis  plan.

For questions, please 
contact James R. 
Hankle at (412) 
355-0200 or 
jrh@sgkpc.com
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