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The results of the U.S. News-Best 
Lawyers 2017 survey of the American 
legal industry were just released, and 
several practice groups in Sherrard, 
German & Kelly, P.C. were recognized. 
These rankings are based on surveys 
from both law firms and clients.

In total, the firm received six 
Metropolitan Tier rankings. U.S. 
News-Best Lawyers 2017 Best Law 
Firms awarded Sherrard German & 
Kelly, P.C. the following rankings:

METROPOLITAN TIER 1
   Pittsburgh
    Construction Law
    Litigation - Construction

METROPOLITAN TIER 2
  Pittsburgh
   Litigation - Real Estate
   Real Estate Law

METROPOLITAN TIER 3
   Pittsburgh
    Bankruptcy and Creditor Debtor   
    Rights/Insolvency and Reorganization   
    Law Litigation - Bankruptcy

A HOW (NOT) TO HOST A HOLIDAY 
OFFICE PARTY

The holiday season is fast approaching, and 
with it, the ubiquitous holiday office party.  A 
holiday office party is a great way to celebrate 
a successful year and to thank employees for a 
job well done.  But before you deck the halls, 
trim the tree, or light even one candle on the 
Hanukiah or Kinara, remember that if 
employers are not careful, even the most 
well-intentioned party can quickly turn into 
Tim Burton’s “The Nightmare before 
Christmas.”

In today’s world, a celebration or holiday party 
designed to boost morale or express 
appreciation for a year of hard work has the 
potential to prompt a lawsuit.  Alcohol-related 
incidents, claims of harassment or 
discrimination, and wage and hour violations 
have led to a great number of employer holiday 
hangovers.  To avoid starting your new year off 
with a legal headache, there is no substitution 
for the office version of Santa’s naughty 
detector; namely, a few designated managers 
who stick to non-alcoholic drinks and are 
ready to intervene before Pat from accounting 
overdoses on eggnog and starts chasing 
everyone with mistletoe.  In addition, consider 
these helpful tips while planning your holiday 
office party this year. 

Implement a Plan to Minimize 
Alcohol-Related Incidents

For some employers, alcohol at a 
company-sponsored event is no-no.  For 
others, there is no party without fermented 
libations.  Regardless, all employers should 
establish clear guidelines regarding alcohol 
before the festivities begin.  In Pennsylvania, 
social and business hosts (i.e. those who are 
not in the business of providing alcohol for 
money) are generally not liable for serving 
intoxicated persons who are 21 years of age 
and older.  But regardless of liability issues, no 
one wants a holiday party to end in tragedy, 
and where the damages and injuries resulting 
from a drunken employee are serious enough, 
favorable legal precedent can become as thin 
as the paper used to wrap gifts.  Furthermore, 
Pennsylvania law will hold an employer liable 
for serving alcohol to individuals under 21 
years of age.  The consumption of alcohol also 
tends to lower employee inhibitions, resulting 
in the potential for injuries and inappropriate 
and embarrassing behavior.  

‘TIS THE SEASON

If you choose to serve alcohol at your office 
holiday party, we recommend:

• Sending a reminder to employees in advance   
   encouraging them to drink responsibly and  
   plan transportation in advance.  Offer free rides  
   home in a taxi or other service.

• Setting an end-time for the party and closing  
   the bar at least a half hour before the end-time.

• Hosting the event at an establishment where  
   alcohol is served by professional bartenders  
   who know how to respond to overly intoxicated  
   guests.

• If you host the event on-site, consider hiring  
   professional bartenders or caterers with liability  
   insurance coverage to serve alcohol.

• Avoiding self-serve and single source alcoholic
   beverages such as punch bowls or kegs, where  
   consumption is difficult to monitor.

• Ensuring that there are adequate non-alcoholic  
   beverages and food and provide entertainment  
   to shift the focus away from drinking.

• Scheduling the event during the day or on a  
   weeknight so that employees are less likely to  
   over-indulge.

• Encouraging certain management employees to  
   keep an eye out if/where employees appear   
   overly intoxicated.

Limit the Potential for Inappropriate 
Behavior
Employees tend to be less reserved at social 
events than they are in the office.  Mix in some 
alcohol and some mistletoe and you have a 
punch bowl full of potentially inappropriate 
behavior. Add in the pressure many employees 
feel to laugh at the boss’s jokes and the punch 
can leave a not-so-jolly aftertaste that results in 
a discrimination or harassment complaint.  In 
order to prevent the merry conversations, festive 
jokes, and harmless fun from turning into a 
holiday disaster, strongly consider the following 
Do’s and Don’ts:

Respect Workforce Differences

An employer who plans a holiday party with a 
sensitivity toward diversity earns a spot on 
Santa’s nice list or a spin of the dreidel that 
results in a gimel.  Employers may want to 
consider the timing of the party so as not to 
exclude certain employees for religious reasons. 
For example, the Jewish Sabbath starts at 
sundown on Friday nights.  Therefore, 
scheduling the party on Friday evening may 
exclude Jewish employees.  A number of 
religious and cultural holidays fall near the end 
of the calendar year.  Employers should bear in 
mind that while religious references and 
decorations with religious significance are not 
legally precluded in a private workplace or at an 
office party, employees may use insensitivity to 
religious or cultural differences as additional 
evidentiary support for a discrimination claim. 
Avoiding religious references and religious

themes altogether at holiday parties reinforces 
the employer’s commitment to equal 
opportunity employment practices. The 
Kwanzaa principle of Umoja, or unity, where 
care is taken to foster a sense of community 
and togetherness is applicable.  An event where 
all employees feel welcome is typically one 
where everyone feels included and no one feels 
alienated by religious symbols or references that 
don’t apply to them.  On this point, consider the 
following:

• Offer non-alcoholic beverages, and a variety  
of meal choices that may include vegetarian  

   and kosher options to make the festivities   
   more inclusive.

• Consider telling employees to provide menu  
suggestions or dietary restrictions

   beforehand.

• Ensure that the timing of the party does not  
exclude any employees for religious reasons.

• Use neutral decorations such as snowflakes,  
holly, and poinsettias.

Avoid Worker’s Compensation Issues
If an employee is injured or becomes sick 
during or after a holiday party, there may be a 
question as to whether the injury or sickness is 
covered by the employer’s worker’s 
compensation policy.  Generally speaking, 
Pennsylvania courts will only deny worker’s 
compensation coverage if the employee was 
clearly not required to attend the party and his 
or her attendance had no bearing on 
employment status.  In order to avoid a 
potential worker’s compensation claim, the 
following steps should be taken:

Avoid Wage and Hour Claims

Assigning tasks to employees during a 
company-sponsored holiday party, no matter 
how small, may be considered to be hours 
worked for which such employees must be paid. 
For instance, requiring a non-exempt employee
to greet people at the door or to handout name 
tags will likely be viewed as compensable work 
time that needs to be included when 
determining regular and overtime pay.  In order 
to avoid looking like a Grinch, we recommend 
the following:

(continued on page 2)

Cheers to you and yours.  Here’s hoping that 
these pointers help to usher in a safe, 
low-stress, and liability-free holiday season.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Suzanne L. DeWalt, Esquire 
at sld@sgkpc.com, Beverly A. Block, Esquire at 
bab@sgkpc.com, or Curtis M. Schaffner, Esquire 
at cms@sgkpc.com or call any member of the 
Employment Services Group at (412)-355-0200.

One of the greatest challenges facing 
businesses today is data security. If the 
business is based in the United States and 
operates in the international sphere, those 
challenges are compounded. In the United 
States, at the federal level, privacy and data 
protection rules have generally been limited 
(so far) to the financial services and health 
care industries and the academic sector (such 
as through GLB, HIPAA and FERPA). In 
addition, there is a patchwork quilt of state 
laws that have privacy and data protection 
purposes and objectives, which extend these 
rules to other types of industries. However, 
those rules vary widely from state to state. 

Because of this limited regulation of privacy 
and data protection here in the United States, 
the European Union has not historically 
considered the United States’ requirements 
and protections to be sufficiently adequate. 
Thus, for companies transmitting personal 
information of EU citizens to places outside of 
the EU (and certain other nations that adopted 
the EU data protection rules), regardless of 
industry type, there has been for quite some 
time a comprehensive set of rules. These rules 
are set forth in the European Union Data 
Protection Directive (95/46/EC) (the “Direc-
tive”). While the Directive has created an 
additional layer of complexity on companies 
that transfer data on EU individuals to places 
outside of the EU, such as banks and service 
providers with offshore operations, or multina-
tional companies transmitting employee data 
across international borders, the rules created 
a certain level of predictability. That may no 
longer be the case as significant changes in -- 
and greater uncertainty for compliance with -- 
EU data protection rules are now on the 
horizon.

The Directive was replaced in April 2016, by 
the General Data Protection Regulation, EU 
2016/679 (the “Regulations”). The Regula-
tions were adopted by the European Parlia-
ment in early May 2016, and became effective 
on May 24, 2016. Because of the significant 
expansion of duties to protect personal 
information under these new Regulations, 
however, there will be a two-year transition 
period. Thereafter, the Regulations will apply 
directly in all member states beginning May 
25, 2018, and the Directive will be automati-
cally repealed. This two-year delay is intended 
to give “data controllers” – i.e., the companies 
that are transmitting data about EU individuals 
- sufficient time to adapt data processing 
activities to ensure compliance with the 
new Regulations.

The Regulations cover in far greater detail the 
requirements imposed upon data controllers 
and entities that process data for the control-
lers – i.e., “processors”, and the rights of 
“data subjects” (individuals) with respect to 
personal data sharing into and out of the EU. 
This is a new legal framework, and there are 
many unanswered questions. The points noted 
below identify these requirements in a 
summary fashion:

1. Data Protection Principles

Much like under the Directive, the new Regula-
tions establish a number of principles with 
which data controllers and now, processors, 
must comply when processing personal data. 
These are identical to those set forth originally 
in the Directive, but with one important 
addition – the Regulations now provide a data 
protection and security element. 

2. Data Security/Breach Notification

Under the Regulations, personal data must be 
processed in a way that ensures appropriate 
security, including protection against unautho-
rized or unlawful processing, and from 
accidental loss, destruction or damage. This
means that a robust data security program 
must be put into place assuming one does not 
already exist. The Regulations additionally 
require regular data security audits to consider 
the likelihood and severity of data breach 
risks. The Regulations impose strict require-
ments on controllers to maintain detailed 
records of processing.

The Regulations also adopt for the first time 
specific breach notification rules. The Regula-
tions contain a definition of “personal data
breach,” differing from that of most United 
States data breach laws (existing at the 
state level) which, for example, are typically 
triggered only upon exposure of information 
that can lead to fraud or identity theft, such as 
financial account information. The definition 
in the Regulations is much broader. 

In the event of a personal data breach, data 
controllers must notify the supervisory authori-
ty of the member state where the controller 
has its main establishment. Notice must be 
provided “without undue delay and, where 
feasible, not later than 72 hours after having 
become aware of it.” There are certain limited 
exceptions to the timing and notice require-
ments set forth in the new rules. Notice is not 
required if “the personal data breach is unlike-
ly to result in a risk for the rights and freedoms 
of natural persons.”  No more guidance on the 
meaning of this phrase is available. The Regu-
lations further set forth the specific things that 
must be contained within the notice. Also, if 
the data controller determines that the person-
al data breach “is likely to result in a high risk 

to the rights and freedoms of individuals,” it 
must also notify the affected individuals “with-
out undue delay.” 

3. Consent

Under the Regulations, the consent standard 
of the Directive has been significantly 
strengthened. While the current rules require 
that a controller must have an individual’s 
consent to transmit that person’s data, with 
the Regulations, the individual’s consent to 
processing his or her personal data must be as 
easy to withdraw as it was to give, and it must 
be “freely given.” What this means precisely is 
still to be determined, but it appears that 
consent may need to be by opt-in. The opt-in 
standard for “sensitive personal information” 
still applies with the Regulations, as it did 
under the Directive. The data controller must 
also be able to demonstrate that consent 
was given. 

Whether consent is freely given may be deter-
mined at least in part by whether the individu-
al had a genuine or free choice in connection 
with the consent, or whether he or she can 
withdraw the consent without being penalized. 
How this will work, for instance, in the employ-
ment context is not presently clear. 

4. Privacy Policy

Much the same as the Directive, the Regula-
tions provide that the data controller must 
provide a privacy policy to the individual. 
However, the Regulations require more detail, 
such as including the rights afforded to the 
individual under the new law; for instance, 
the right to generally withdraw consent to 
the sharing.

5. Data Subject Rights

The Regulations substantially strengthen the 
rights of individuals under the privacy law. 
These rights include:

• the right to require information about their  
data that is being processed;

• access to the data in certain circumstances; 
• correction of incorrect data; and
• restrict certain processing of the data.

In addition, individuals will have a right of 
portability of the data – the right to ask to get 
it back in a specified format so that the data 
can be transferred to another data controller 
for processing. This could create a significant 
burden for companies, and the parameters of 
this rule are not yet clear.

A significant change also involves the new 
“right to be forgotten”, or “right of erasure”. 
This allows individuals to require the data 
controller to erase their personal data without 
undue delay in certain circumstances, such as 
where consent to process the data has been 
withdrawn, and no other legal ground for 
processing it exists. This right of erasure is 
also coupled with an obligation on the part of 
the controller to take reasonable steps to 
inform third parties that the individual has 
requested erasure of any links to or copies of 
their data. Like much else in the new Regula-
tions, it remains to be seen how these new 
rules will work in actual practice. 

6. Direct Responsibilities for Data Processors

A significant change under the Regulations is 
to add direct responsibility for processors. 
These servicing entities now must have 
programs in place including designating a data 
protection officer, maintaining written record 
of processing activities carried out on behalf of 
each entity for which it is performing process-
ing services, and importantly, notifying the 
data controller in the case of any data breach-
es. Nevertheless, the burden for personal data 
protection under the Regulations still rests 
primarily with data controllers.

7. Processor’s Additional Duties and 
Restrictions on Subcontracting

The Regulations prescribe specific obligations 
on processors in addition to the contract terms 
between them and the controllers. A proces-
sor’s duties are primarily to controllers, includ-
ing requirements to process data only as 
instructed by controllers and to delete or 
return data to the controller once processing is 
complete.

Under the Regulations, processors are prohibit-
ed from engaging sub-processors without prior 
specific or general written permission of the 
controller. Controllers retain the right to object 
to the addition or replacement of processors.

In the event of a personal data breach, proces-
sors are required to notify the controller without 
“undue delay”. The burden then shifts to the 
controller to notify the appropriate supervisory 
authority within 72 hours of becoming aware of 
the breach.

8. Designation of Data Protection Officer

Data controllers and processors must designate 
a data protection officer (“DPO”) to comply 
with the new Regulations. The DPO must have 
“expert knowledge of data protection law and 
practices.”

The DPO’s duties include:

• Advising the controller or processor of their 
   obligations to comply with the Regulations   
   and other data protection laws.

• Monitoring compliance with the Regulations  
   and other data protection laws, including  
   managing internal data protection activities,
   training data processing staff, and conducting
   internal audits.

• Working and cooperating with the controller’s
or processor’s designated supervisory 

   authority and serving as the contact point for  
   the supervisory authority on issues relating to   
   the processing of personal data.

• Being available for inquiries from individuals 
   on issues relating to data protection practices,

withdrawal of consent, the right to be forgotten,  
   and related rights.

Under the Regulations, DPO’s have many rights 
in addition to their responsibilities. They may 
insist upon company resources to fulfill their job 
functions and for their own ongoing training.
They must have access to the company’s data 
processing personnel and operations, significant 
independence in the performance of their roles, 
and a direct reporting line “to the highest 
management level” of the company. 

Conclusion
To the extent that your company operates 
internationally, specifically into and out of the 
EU, these new rules will need to be examined to 
determine whether there is an impact on your 
operations or business. Contact Sherrard, 
German & Kelly if you should need more details 
regarding this assessment, and assistance in 
getting your business into timely compliance with 
the new Regulations.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Edward G. Rice, Esquire at 
egr@sgkpc.com or call (412)-355-0200.

C

M

Y

CM

MY

CY

CMY

K

16-SGK-102 Fall Newsletter.pdf   1   11/10/16   10:23 AM



FALL  2016

I N S I D E  S G K

2

Ms. Datesh is a 
Director of the firm 
and a member of the 
firm’s Corporate, 
Real Estate, Energy 
and Natural 
Resources, and 
Financial Services 
Groups. She has 
partnered with and 

served on executive teams throughout her 
30+-year career at a number of prominent 
Pittsburgh firms and businesses. Ms. 
Datesh was the driving force behind a 
number of first programs and departments 
at each of these companies. She was 
instrumental in creating the first title 
departments for Buchanan Ingersoll and 
Dickie, McCamey & Chilcote, ultimately 
serving as the Chair of each firm’s title 
group.  After 20 years of firm practice, Ms. 
Datesh went in-house in 2003 as the head 
of Dick’s Sporting Goods’ first legal 
department. From Dick’s Sporting Goods, 
she moved to CONSOL where she worked 
in the energy industry for nearly 11 years. 
While at CONSOL, she held a number of 
positions in CONSOL’s legal and land 
departments, working on hundreds of 
energy-related mergers, acquisitions, 
dispositions, MLPs, and joint ventures. By 
the Fall of 2011, she was one of the 
highest-ranking executive women at 
CONSOL and by late 2012, she had more 
employees reporting through her chain of 
command than any other woman in 
CONSOL’s history.  As Vice-President - 
Land Gas, Ms. Datesh led the development 
of protocols and plans to coordinate land 
acquisition functions with CONSOL’s JV 
partners, Noble Energy and Hess. In 
addition, she managed CONSOL’s 5 
regional land teams.  In her role as 
Vice-President - Land Resources, she 
managed a $150MM budget, supporting 
coal, gas, midstream, timber, and terminal 
operations, conservation and public use 
projects, and land donations.   In her role 
as Vice-President -Enterprise Risk & Land 
Resources, she developed CONSOL’s first 
enterprise risk framework and led its 
enterprise risk group. 

NEW ATTORNEYS HAVE JOINED THE FIRM:

The holiday season is fast approaching, and 
with it, the ubiquitous holiday office party.  A 
holiday office party is a great way to celebrate 
a successful year and to thank employees for a 
job well done.  But before you deck the halls, 
trim the tree, or light even one candle on the 
Hanukiah or Kinara, remember that if 
employers are not careful, even the most 
well-intentioned party can quickly turn into 
Tim Burton’s “The Nightmare before 
Christmas.”

In today’s world, a celebration or holiday party 
designed to boost morale or express 
appreciation for a year of hard work has the 
potential to prompt a lawsuit.  Alcohol-related 
incidents, claims of harassment or 
discrimination, and wage and hour violations 
have led to a great number of employer holiday 
hangovers.  To avoid starting your new year off 
with a legal headache, there is no substitution 
for the office version of Santa’s naughty 
detector; namely, a few designated managers 
who stick to non-alcoholic drinks and are 
ready to intervene before Pat from accounting 
overdoses on eggnog and starts chasing 
everyone with mistletoe.  In addition, consider 
these helpful tips while planning your holiday 
office party this year. 

Implement a Plan to Minimize 
Alcohol-Related Incidents

For some employers, alcohol at a 
company-sponsored event is no-no.  For 
others, there is no party without fermented 
libations.  Regardless, all employers should 
establish clear guidelines regarding alcohol 
before the festivities begin.  In Pennsylvania, 
social and business hosts (i.e. those who are 
not in the business of providing alcohol for 
money) are generally not liable for serving 
intoxicated persons who are 21 years of age 
and older.  But regardless of liability issues, no 
one wants a holiday party to end in tragedy, 
and where the damages and injuries resulting 
from a drunken employee are serious enough, 
favorable legal precedent can become as thin 
as the paper used to wrap gifts.  Furthermore, 
Pennsylvania law will hold an employer liable 
for serving alcohol to individuals under 21 
years of age.  The consumption of alcohol also 
tends to lower employee inhibitions, resulting 
in the potential for injuries and inappropriate 
and embarrassing behavior.  

 

If you choose to serve alcohol at your office 
holiday party, we recommend:

• Sending a reminder to employees in advance   
   encouraging them to drink responsibly and     
   plan transportation in advance.  Offer free rides  
   home in a taxi or other service.

• Setting an end-time for the party and closing     
   the bar at least a half hour before the end-time.

• Hosting the event at an establishment where    
   alcohol is served by professional bartenders    
   who know how to respond to overly intoxicated  
   guests.

• If you host the event on-site, consider hiring    
   professional bartenders or caterers with liability  
   insurance coverage to serve alcohol.

• Avoiding self-serve and single source alcoholic  
   beverages such as punch bowls or kegs, where  
   consumption is difficult to monitor.

• Ensuring that there are adequate non-alcoholic  
   beverages and food and provide entertainment  
   to shift the focus away from drinking.

• Scheduling the event during the day or on a     
   weeknight so that employees are less likely to  
   over-indulge. 

• Encouraging certain management employees to  
   keep an eye out if/where employees appear      
   overly intoxicated.

Limit the Potential for Inappropriate 
Behavior
Employees tend to be less reserved at social 
events than they are in the office.  Mix in some 
alcohol and some mistletoe and you have a 
punch bowl full of potentially inappropriate 
behavior.  Add in the pressure many employees 
feel to laugh at the boss’s jokes and the punch 
can leave a not-so-jolly aftertaste that results in 
a discrimination or harassment complaint.  In 
order to prevent the merry conversations, festive 
jokes, and harmless fun from turning into a 
holiday disaster, strongly consider the following 
Do’s and Don’ts:

Respect Workforce Differences

An employer who plans a holiday party with a 
sensitivity toward diversity earns a spot on 
Santa’s nice list or a spin of the dreidel that 
results in a gimel.  Employers may want to 
consider the timing of the party so as not to 
exclude certain employees for religious reasons.  
For example, the Jewish Sabbath starts at 
sundown on Friday nights.  Therefore, 
scheduling the party on Friday evening may 
exclude Jewish employees.  A number of 
religious and cultural holidays fall near the end 
of the calendar year.  Employers should bear in 
mind that while religious references and 
decorations with religious significance are not 
legally precluded in a private workplace or at an 
office party, employees may use insensitivity to 
religious or cultural differences as additional 
evidentiary support for a discrimination claim.  
Avoiding religious references and religious 

themes altogether at holiday parties reinforces 
the employer’s commitment to equal 
opportunity employment practices.  The 
Kwanzaa principle of Umoja, or unity, where 
care is taken to foster a sense of community 
and togetherness is applicable.  An event where 
all employees feel welcome is typically one 
where everyone feels included and no one feels 
alienated by religious symbols or references that 
don’t apply to them.  On this point, consider the 
following:

• Offer non-alcoholic beverages, and a variety  
   of meal choices that may include vegetarian  
   and kosher options to make the festivities      
   more inclusive.  

• Consider telling employees to provide menu     
   suggestions or dietary restrictions       
   beforehand.  

• Ensure that the timing of the party does not  
   exclude any employees for religious reasons.

• Use neutral decorations such as snowflakes,  
   holly, and poinsettias.

Avoid Worker’s Compensation Issues
If an employee is injured or becomes sick 
during or after a holiday party, there may be a 
question as to whether the injury or sickness is 
covered by the employer’s worker’s 
compensation policy.  Generally speaking, 
Pennsylvania courts will only deny worker’s 
compensation coverage if the employee was 
clearly not required to attend the party and his 
or her attendance had no bearing on 
employment status.  In order to avoid a 
potential worker’s compensation claim, the 
following steps should be taken:

Avoid Wage and Hour Claims

Assigning tasks to employees during a 
company-sponsored holiday party, no matter 
how small, may be considered to be hours 
worked for which such employees must be paid.  
For instance, requiring a non-exempt employee 
to greet people at the door or to handout name 
tags will likely be viewed as compensable work 
time that needs to be included when 
determining regular and overtime pay.  In order 
to avoid looking like a Grinch, we recommend 
the following:

(continued from page 1)
DO’s

• Make sure your harassment policies are   
   up-to-date and that they address     
   employer-sponsored social functions.

• Make sure supervisors are trained to  
   recognize and stop potentially harassing  
   conduct.

• Remind employees in advance that all  
   company policies regarding inappropriate  
   behavior apply to employer-sponsored  
   social events.

• Consider making the event a family party  
   where employees may bring their     
   spouse, significant other, or children to  
   deter inappropriate behavior.

DON’Ts

• Do not sponsor a gift exchange without  
   reminding employees that offensive,  
   risqué or adult-themed gifts are      
   prohibited.

• Avoid creating romantically charged  
   situations, such as the hanging of      
   mistletoe.

• Do not stand by and allow a party-goer to  
   engage in inappropriate behavior.  Be  
   prepared to intervene in such     
   circumstances before things get out of  
   hand.

Cheers to you and yours.  Here’s hoping that 
these pointers help to usher in a safe, 
low-stress, and liability-free holiday season.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Suzanne L. DeWalt, Esquire 
at sld@sgkpc.com, Beverly A. Block, Esquire at 
bab@sgkpc.com, or Curtis M. Schaffner, Esquire 
at cms@sgkpc.com or call any member of the 
Employment Services Group at (412)-355-0200.

One of the greatest challenges facing 
businesses today is data security. If the 
business is based in the United States and 
operates in the international sphere, those 
challenges are compounded. In the United 
States, at the federal level, privacy and data 
protection rules have generally been limited 
(so far) to the financial services and health 
care industries and the academic sector (such 
as through GLB, HIPAA and FERPA). In 
addition, there is a patchwork quilt of state 
laws that have privacy and data protection 
purposes and objectives, which extend these 
rules to other types of industries. However, 
those rules vary widely from state to state. 

Because of this limited regulation of privacy 
and data protection here in the United States, 
the European Union has not historically 
considered the United States’ requirements 
and protections to be sufficiently adequate.  
Thus, for companies transmitting personal 
information of EU citizens to places outside of 
the EU (and certain other nations that adopted 
the EU data protection rules), regardless of 
industry type, there has been for quite some 
time a comprehensive set of rules. These rules 
are set forth in the European Union Data 
Protection Directive (95/46/EC) (the “Direc-
tive”). While the Directive has created an 
additional layer of complexity on companies 
that transfer data on EU individuals to places 
outside of the EU, such as banks and service 
providers with offshore operations, or multina-
tional companies transmitting employee data 
across international borders, the rules created 
a certain level of predictability. That may no 
longer be the case as significant changes in -- 
and greater uncertainty for compliance with -- 
EU data protection rules are now on the 
horizon.

The Directive was replaced in April 2016, by 
the General Data Protection Regulation, EU 
2016/679 (the “Regulations”). The Regula-
tions were adopted by the European Parlia-
ment in early May 2016, and became effective 
on May 24, 2016. Because of the significant 
expansion of duties to protect personal 
information under these new Regulations, 
however, there will be a two-year transition 
period. Thereafter, the Regulations will apply 
directly in all member states beginning May 
25, 2018, and the Directive will be automati-
cally repealed. This two-year delay is intended 
to give “data controllers” – i.e., the companies 
that are transmitting data about EU individuals 
- sufficient time to adapt data processing 
activities to ensure compliance with the 
new Regulations.
  
The Regulations cover in far greater detail the 
requirements imposed upon data controllers 
and entities that process data for the control-
lers – i.e., “processors”, and the rights of 
“data subjects” (individuals) with respect to 
personal data sharing into and out of the EU. 
This is a new legal framework, and there are 
many unanswered questions. The points noted 
below identify these requirements in a 
summary fashion:

1. Data Protection Principles

Much like under the Directive, the new Regula-
tions establish a number of principles with 
which data controllers and now, processors, 
must comply when processing personal data. 
These are identical to those set forth originally 
in the Directive, but with one important 
addition – the Regulations now provide a data 
protection and security element. 

2. Data Security/Breach Notification

Under the Regulations, personal data must be 
processed in a way that ensures appropriate 
security, including protection against unautho-
rized or unlawful processing, and from 
accidental loss, destruction or damage. This 
means that a robust data security program 
must be put into place assuming one does not 
already exist. The Regulations additionally 
require regular data security audits to consider 
the likelihood and severity of data breach 
risks. The Regulations impose strict require-
ments on controllers to maintain detailed 
records of processing.

The Regulations also adopt for the first time 
specific breach notification rules. The Regula-
tions contain a definition of “personal data 
breach,” differing from that of most United 
States data breach laws (existing at the 
state level) which, for example, are typically 
triggered only upon exposure of information 
that can lead to fraud or identity theft, such as 
financial account information. The definition 
in the Regulations is much broader. 

In the event of a personal data breach, data 
controllers must notify the supervisory authori-
ty of the member state where the controller 
has its main establishment. Notice must be 
provided “without undue delay and, where 
feasible, not later than 72 hours after having 
become aware of it.” There are certain limited 
exceptions to the timing and notice require-
ments set forth in the new rules. Notice is not 
required if “the personal data breach is unlike-
ly to result in a risk for the rights and freedoms 
of natural persons.”  No more guidance on the 
meaning of this phrase is available. The Regu-
lations further set forth the specific things that 
must be contained within the notice. Also, if 
the data controller determines that the person-
al data breach “is likely to result in a high risk 

to the rights and freedoms of individuals,” it 
must also notify the affected individuals “with-
out undue delay.” 

3. Consent

Under the Regulations, the consent standard 
of the Directive has been significantly 
strengthened. While the current rules require 
that a controller must have an individual’s 
consent to transmit that person’s data, with 
the Regulations, the individual’s consent to 
processing his or her personal data must be as 
easy to withdraw as it was to give, and it must 
be “freely given.” What this means precisely is 
still to be determined, but it appears that 
consent may need to be by opt-in. The opt-in 
standard for “sensitive personal information” 
still applies with the Regulations, as it did 
under the Directive. The data controller must 
also be able to demonstrate that consent 
was given. 

Whether consent is freely given may be deter-
mined at least in part by whether the individu-
al had a genuine or free choice in connection 
with the consent, or whether he or she can 
withdraw the consent without being penalized. 
How this will work, for instance, in the employ-
ment context is not presently clear. 

4. Privacy Policy

Much the same as the Directive, the Regula-
tions provide that the data controller must 
provide a privacy policy to the individual. 
However, the Regulations require more detail, 
such as including the rights afforded to the 
individual under the new law; for instance, 
the right to generally withdraw consent to 
the sharing.

5. Data Subject Rights

The Regulations substantially strengthen the 
rights of individuals under the privacy law. 
These rights include:

• the right to require information about their  
   data that is being processed;
• access to the data in certain circumstances; 
• correction of incorrect data; and
• restrict certain processing of the data.

In addition, individuals will have a right of 
portability of the data – the right to ask to get 
it back in a specified format so that the data 
can be transferred to another data controller 
for processing. This could create a significant 
burden for companies, and the parameters of 
this rule are not yet clear.
 
A significant change also involves the new 
“right to be forgotten”, or “right of erasure”. 
This allows individuals to require the data 
controller to erase their personal data without 
undue delay in certain circumstances, such as 
where consent to process the data has been 
withdrawn, and no other legal ground for 
processing it exists. This right of erasure is 
also coupled with an obligation on the part of 
the controller to take reasonable steps to 
inform third parties that the individual has 
requested erasure of any links to or copies of 
their data. Like much else in the new Regula-
tions, it remains to be seen how these new 
rules will work in actual practice. 

6. Direct Responsibilities for Data Processors

A significant change under the Regulations is 
to add direct responsibility for processors. 
These servicing entities now must have 
programs in place including designating a data 
protection officer, maintaining written record 
of processing activities carried out on behalf of 
each entity for which it is performing process-
ing services, and importantly, notifying the 
data controller in the case of any data breach-
es. Nevertheless, the burden for personal data 
protection under the Regulations still rests 
primarily with data controllers.

7. Processor’s Additional Duties and 
    Restrictions on Subcontracting

The Regulations prescribe specific obligations 
on processors in addition to the contract terms 
between them and the controllers. A proces-
sor’s duties are primarily to controllers, includ-
ing requirements to process data only as 
instructed by controllers and to delete or 
return data to the controller once processing is 
complete.

Under the Regulations, processors are prohibit-
ed from engaging sub-processors without prior 
specific or general written permission of the 
controller. Controllers retain the right to object 
to the addition or replacement of processors.
 
In the event of a personal data breach, proces-
sors are required to notify the controller without 
“undue delay”. The burden then shifts to the 
controller to notify the appropriate supervisory 
authority within 72 hours of becoming aware of 
the breach.
 
8. Designation of Data Protection Officer

Data controllers and processors must designate 
a data protection officer (“DPO”) to comply 
with the new Regulations. The DPO must have 
“expert knowledge of data protection law and 
practices.” 

The DPO’s duties include:

• Advising the controller or processor of their 
   obligations to comply with the Regulations        
   and other data protection laws.

• Monitoring compliance with the Regulations  
   and other data protection laws, including     
   managing internal data protection activities,  
   training data processing staff, and conducting  
   internal audits.

• Working and cooperating with the controller’s
 or processor’s designated supervisory 
   authority and serving as the contact point for  
   the supervisory authority on issues relating to   
   the processing of personal data.

•  Being available for inquiries from individuals 
   on issues relating to data protection practices,    
   withdrawal of consent, the right to be forgotten,  
   and related rights.

Under the Regulations, DPO’s have many rights 
in addition to their responsibilities. They may 
insist upon company resources to fulfill their job 
functions and for their own ongoing training. 
They must have access to the company’s data 
processing personnel and operations, significant 
independence in the performance of their roles, 
and a direct reporting line “to the highest 
management level” of the company. 

Conclusion 
To the extent that your company operates 
internationally, specifically into and out of the 
EU, these new rules will need to be examined to 
determine whether there is an impact on your 
operations or business. Contact Sherrard, 
German & Kelly if you should need more details 
regarding this assessment, and assistance in 
getting your business into timely compliance with 
the new Regulations.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Edward G. Rice, Esquire at 
egr@sgkpc.com or call (412)-355-0200. 

HOW (NOT) TO HOST A HOLIDAY OFFICE PARTY
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P Bowman Root IV 
is an Associate and 
a member of the 
firm's Estates and 
Trusts Services 
Group. His practice 
is focused on 
estate and trust 
planning and 

administration and business succession 
planning. Mr. Root provides estate planning 
counseling for small business owners and 
professionals at all stages in their careers. 
He provides counsel to both individual and 
corporate executors at all stages of estate 
and trust administration, from creation to 
termination. Mr. Root's tax and business 
law backgrounds help clients reach their 
business succession goals as smoothly 
as possible.                                  

NEW ATTORNEYS HAVE JOINED THE FIRM:

SGK is proud to announce that the firm’s 
newest Director, LuAnn Datesh, was 
honored by the Pittsburgh Business Times 
for her work and leadership in the energy 
industry. Ms. Datesh was recognized on 
October 20, 2016 by the Pittsburgh 
Business Times as a 2016 Women in 
Energy Leadership Award Recipient. This 
was the second annual Women in Energy 
Leadership Awards event. Ms. Datesh was 
one of 26 recipients selected by their peers 
for the 2016 awards, announced at an 
event held at the Meadows Casino in 
Washington, PA.  SGK congratulates Ms. 
Datesh for her contributions to the energy 
industry throughout her career, along with 
all of the other women who were recognized 
with this year’s awards.

2016 WOMEN IN ENERGY LEADERSHIP 
AWARD RECIPIENT

The holiday season is fast approaching, and 
with it, the ubiquitous holiday office party.  A 
holiday office party is a great way to celebrate 
a successful year and to thank employees for a 
job well done.  But before you deck the halls, 
trim the tree, or light even one candle on the 
Hanukiah or Kinara, remember that if 
employers are not careful, even the most 
well-intentioned party can quickly turn into 
Tim Burton’s “The Nightmare before 
Christmas.”

In today’s world, a celebration or holiday party 
designed to boost morale or express 
appreciation for a year of hard work has the 
potential to prompt a lawsuit.  Alcohol-related 
incidents, claims of harassment or 
discrimination, and wage and hour violations 
have led to a great number of employer holiday 
hangovers.  To avoid starting your new year off 
with a legal headache, there is no substitution 
for the office version of Santa’s naughty 
detector; namely, a few designated managers 
who stick to non-alcoholic drinks and are 
ready to intervene before Pat from accounting 
overdoses on eggnog and starts chasing 
everyone with mistletoe.  In addition, consider 
these helpful tips while planning your holiday 
office party this year. 

Implement a Plan to Minimize 
Alcohol-Related Incidents

For some employers, alcohol at a 
company-sponsored event is no-no.  For 
others, there is no party without fermented 
libations.  Regardless, all employers should 
establish clear guidelines regarding alcohol 
before the festivities begin.  In Pennsylvania, 
social and business hosts (i.e. those who are 
not in the business of providing alcohol for 
money) are generally not liable for serving 
intoxicated persons who are 21 years of age 
and older.  But regardless of liability issues, no 
one wants a holiday party to end in tragedy, 
and where the damages and injuries resulting 
from a drunken employee are serious enough, 
favorable legal precedent can become as thin 
as the paper used to wrap gifts.  Furthermore, 
Pennsylvania law will hold an employer liable 
for serving alcohol to individuals under 21 
years of age.  The consumption of alcohol also 
tends to lower employee inhibitions, resulting 
in the potential for injuries and inappropriate 
and embarrassing behavior.  

 

If you choose to serve alcohol at your office 
holiday party, we recommend:

• Sending a reminder to employees in advance   
   encouraging them to drink responsibly and     
   plan transportation in advance.  Offer free rides  
   home in a taxi or other service.

• Setting an end-time for the party and closing     
   the bar at least a half hour before the end-time.

• Hosting the event at an establishment where    
   alcohol is served by professional bartenders    
   who know how to respond to overly intoxicated  
   guests.

• If you host the event on-site, consider hiring    
   professional bartenders or caterers with liability  
   insurance coverage to serve alcohol.

• Avoiding self-serve and single source alcoholic  
   beverages such as punch bowls or kegs, where  
   consumption is difficult to monitor.

• Ensuring that there are adequate non-alcoholic  
   beverages and food and provide entertainment  
   to shift the focus away from drinking.

• Scheduling the event during the day or on a     
   weeknight so that employees are less likely to  
   over-indulge. 

• Encouraging certain management employees to  
   keep an eye out if/where employees appear      
   overly intoxicated.

Limit the Potential for Inappropriate 
Behavior
Employees tend to be less reserved at social 
events than they are in the office.  Mix in some 
alcohol and some mistletoe and you have a 
punch bowl full of potentially inappropriate 
behavior.  Add in the pressure many employees 
feel to laugh at the boss’s jokes and the punch 
can leave a not-so-jolly aftertaste that results in 
a discrimination or harassment complaint.  In 
order to prevent the merry conversations, festive 
jokes, and harmless fun from turning into a 
holiday disaster, strongly consider the following 
Do’s and Don’ts:

Respect Workforce Differences

An employer who plans a holiday party with a 
sensitivity toward diversity earns a spot on 
Santa’s nice list or a spin of the dreidel that 
results in a gimel.  Employers may want to 
consider the timing of the party so as not to 
exclude certain employees for religious reasons.  
For example, the Jewish Sabbath starts at 
sundown on Friday nights.  Therefore, 
scheduling the party on Friday evening may 
exclude Jewish employees.  A number of 
religious and cultural holidays fall near the end 
of the calendar year.  Employers should bear in 
mind that while religious references and 
decorations with religious significance are not 
legally precluded in a private workplace or at an 
office party, employees may use insensitivity to 
religious or cultural differences as additional 
evidentiary support for a discrimination claim.  
Avoiding religious references and religious 

themes altogether at holiday parties reinforces 
the employer’s commitment to equal 
opportunity employment practices.  The 
Kwanzaa principle of Umoja, or unity, where 
care is taken to foster a sense of community 
and togetherness is applicable.  An event where 
all employees feel welcome is typically one 
where everyone feels included and no one feels 
alienated by religious symbols or references that 
don’t apply to them.  On this point, consider the 
following:

• Offer non-alcoholic beverages, and a variety  
   of meal choices that may include vegetarian  
   and kosher options to make the festivities      
   more inclusive.  

• Consider telling employees to provide menu     
   suggestions or dietary restrictions       
   beforehand.  

• Ensure that the timing of the party does not  
   exclude any employees for religious reasons.

• Use neutral decorations such as snowflakes,  
   holly, and poinsettias.

Avoid Worker’s Compensation Issues
If an employee is injured or becomes sick 
during or after a holiday party, there may be a 
question as to whether the injury or sickness is 
covered by the employer’s worker’s 
compensation policy.  Generally speaking, 
Pennsylvania courts will only deny worker’s 
compensation coverage if the employee was 
clearly not required to attend the party and his 
or her attendance had no bearing on 
employment status.  In order to avoid a 
potential worker’s compensation claim, the 
following steps should be taken:

Avoid Wage and Hour Claims

Assigning tasks to employees during a 
company-sponsored holiday party, no matter 
how small, may be considered to be hours 
worked for which such employees must be paid.  
For instance, requiring a non-exempt employee 
to greet people at the door or to handout name 
tags will likely be viewed as compensable work 
time that needs to be included when 
determining regular and overtime pay.  In order 
to avoid looking like a Grinch, we recommend 
the following:

DO’s

• Ensure that employees understand that  
   the event has no business purpose and  
   that attendance is voluntary.

• Consider hosting the event off-site to  
   make the separation between work and  
   non-work clearer.

• Ensure that the caterer or the venue you  
   have selected is properly licensed and  
   carries adequate liability insurance,      
   including coverage to prevent foodborne  
   illness.

DON’Ts

• Don’t ignore any unsafe conditions that  
   are present at the venue or identified by  
   guests.  

DO’s

• Ensure that employees understand that  
   attendance is voluntary.

• Hold the party outside of normal      
   business hours.

DON’Ts

• Refrain from engaging in any business  
   during the event, including speeches  
   about business matters or the    
   distribution of bonuses or performance  
   based awards.

• Avoid asking non-exempt employees to  
   perform any functions at the party for the  
   benefit of the employer. 

Cheers to you and yours.  Here’s hoping that 
these pointers help to usher in a safe, 
low-stress, and liability-free holiday season.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Suzanne L. DeWalt, Esquire 
at sld@sgkpc.com, Beverly A. Block, Esquire at 
bab@sgkpc.com, or Curtis M. Schaffner, Esquire 
at cms@sgkpc.com or call any member of the 
Employment Services Group at (412)-355-0200.
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One of the greatest challenges facing 
businesses today is data security. If the 
business is based in the United States and 
operates in the international sphere, those 
challenges are compounded. In the United 
States, at the federal level, privacy and data 
protection rules have generally been limited 
(so far) to the financial services and health 
care industries and the academic sector (such 
as through GLB, HIPAA and FERPA). In 
addition, there is a patchwork quilt of state 
laws that have privacy and data protection 
purposes and objectives, which extend these 
rules to other types of industries. However, 
those rules vary widely from state to state. 

Because of this limited regulation of privacy 
and data protection here in the United States, 
the European Union has not historically 
considered the United States’ requirements 
and protections to be sufficiently adequate.  
Thus, for companies transmitting personal 
information of EU citizens to places outside of 
the EU (and certain other nations that adopted 
the EU data protection rules), regardless of 
industry type, there has been for quite some 
time a comprehensive set of rules. These rules 
are set forth in the European Union Data 
Protection Directive (95/46/EC) (the “Direc-
tive”). While the Directive has created an 
additional layer of complexity on companies 
that transfer data on EU individuals to places 
outside of the EU, such as banks and service 
providers with offshore operations, or multina-
tional companies transmitting employee data 
across international borders, the rules created 
a certain level of predictability. That may no 
longer be the case as significant changes in -- 
and greater uncertainty for compliance with -- 
EU data protection rules are now on the 
horizon.

The Directive was replaced in April 2016, by 
the General Data Protection Regulation, EU 
2016/679 (the “Regulations”). The Regula-
tions were adopted by the European Parlia-
ment in early May 2016, and became effective 
on May 24, 2016. Because of the significant 
expansion of duties to protect personal 
information under these new Regulations, 
however, there will be a two-year transition 
period. Thereafter, the Regulations will apply 
directly in all member states beginning May 
25, 2018, and the Directive will be automati-
cally repealed. This two-year delay is intended 
to give “data controllers” – i.e., the companies 
that are transmitting data about EU individuals 
- sufficient time to adapt data processing 
activities to ensure compliance with the 
new Regulations.
  
The Regulations cover in far greater detail the 
requirements imposed upon data controllers 
and entities that process data for the control-
lers – i.e., “processors”, and the rights of 
“data subjects” (individuals) with respect to 
personal data sharing into and out of the EU. 
This is a new legal framework, and there are 
many unanswered questions. The points noted 
below identify these requirements in a 
summary fashion:

1. Data Protection Principles

Much like under the Directive, the new Regula-
tions establish a number of principles with 
which data controllers and now, processors, 
must comply when processing personal data. 
These are identical to those set forth originally 
in the Directive, but with one important 
addition – the Regulations now provide a data 
protection and security element. 

2. Data Security/Breach Notification

Under the Regulations, personal data must be 
processed in a way that ensures appropriate 
security, including protection against unautho-
rized or unlawful processing, and from 
accidental loss, destruction or damage. This 
means that a robust data security program 
must be put into place assuming one does not 
already exist. The Regulations additionally 
require regular data security audits to consider 
the likelihood and severity of data breach 
risks. The Regulations impose strict require-
ments on controllers to maintain detailed 
records of processing.

The Regulations also adopt for the first time 
specific breach notification rules. The Regula-
tions contain a definition of “personal data 
breach,” differing from that of most United 
States data breach laws (existing at the 
state level) which, for example, are typically 
triggered only upon exposure of information 
that can lead to fraud or identity theft, such as 
financial account information. The definition 
in the Regulations is much broader. 

In the event of a personal data breach, data 
controllers must notify the supervisory authori-
ty of the member state where the controller 
has its main establishment. Notice must be 
provided “without undue delay and, where 
feasible, not later than 72 hours after having 
become aware of it.” There are certain limited 
exceptions to the timing and notice require-
ments set forth in the new rules. Notice is not 
required if “the personal data breach is unlike-
ly to result in a risk for the rights and freedoms 
of natural persons.”  No more guidance on the 
meaning of this phrase is available. The Regu-
lations further set forth the specific things that 
must be contained within the notice. Also, if 
the data controller determines that the person-
al data breach “is likely to result in a high risk 

to the rights and freedoms of individuals,” it 
must also notify the affected individuals “with-
out undue delay.” 

3. Consent

Under the Regulations, the consent standard 
of the Directive has been significantly 
strengthened. While the current rules require 
that a controller must have an individual’s 
consent to transmit that person’s data, with 
the Regulations, the individual’s consent to 
processing his or her personal data must be as 
easy to withdraw as it was to give, and it must 
be “freely given.” What this means precisely is 
still to be determined, but it appears that 
consent may need to be by opt-in. The opt-in 
standard for “sensitive personal information” 
still applies with the Regulations, as it did 
under the Directive. The data controller must 
also be able to demonstrate that consent 
was given. 

Whether consent is freely given may be deter-
mined at least in part by whether the individu-
al had a genuine or free choice in connection 
with the consent, or whether he or she can 
withdraw the consent without being penalized. 
How this will work, for instance, in the employ-
ment context is not presently clear. 

4. Privacy Policy

Much the same as the Directive, the Regula-
tions provide that the data controller must 
provide a privacy policy to the individual. 
However, the Regulations require more detail, 
such as including the rights afforded to the 
individual under the new law; for instance, 
the right to generally withdraw consent to 
the sharing.

5. Data Subject Rights

The Regulations substantially strengthen the 
rights of individuals under the privacy law. 
These rights include:

• the right to require information about their  
   data that is being processed;
• access to the data in certain circumstances; 
• correction of incorrect data; and
• restrict certain processing of the data.

In addition, individuals will have a right of 
portability of the data – the right to ask to get 
it back in a specified format so that the data 
can be transferred to another data controller 
for processing. This could create a significant 
burden for companies, and the parameters of 
this rule are not yet clear.
 
A significant change also involves the new 
“right to be forgotten”, or “right of erasure”. 
This allows individuals to require the data 
controller to erase their personal data without 
undue delay in certain circumstances, such as 
where consent to process the data has been 
withdrawn, and no other legal ground for 
processing it exists. This right of erasure is 
also coupled with an obligation on the part of 
the controller to take reasonable steps to 
inform third parties that the individual has 
requested erasure of any links to or copies of 
their data. Like much else in the new Regula-
tions, it remains to be seen how these new 
rules will work in actual practice. 

6. Direct Responsibilities for Data Processors

A significant change under the Regulations is 
to add direct responsibility for processors. 
These servicing entities now must have 
programs in place including designating a data 
protection officer, maintaining written record 
of processing activities carried out on behalf of 
each entity for which it is performing process-
ing services, and importantly, notifying the 
data controller in the case of any data breach-
es. Nevertheless, the burden for personal data 
protection under the Regulations still rests 
primarily with data controllers.

7. Processor’s Additional Duties and 
    Restrictions on Subcontracting

The Regulations prescribe specific obligations 
on processors in addition to the contract terms 
between them and the controllers. A proces-
sor’s duties are primarily to controllers, includ-
ing requirements to process data only as 
instructed by controllers and to delete or 
return data to the controller once processing is 
complete.

Under the Regulations, processors are prohibit-
ed from engaging sub-processors without prior 
specific or general written permission of the 
controller. Controllers retain the right to object 
to the addition or replacement of processors.
 
In the event of a personal data breach, proces-
sors are required to notify the controller without 
“undue delay”. The burden then shifts to the 
controller to notify the appropriate supervisory 
authority within 72 hours of becoming aware of 
the breach.
 
8. Designation of Data Protection Officer

Data controllers and processors must designate 
a data protection officer (“DPO”) to comply 
with the new Regulations. The DPO must have 
“expert knowledge of data protection law and 
practices.” 

The DPO’s duties include:

• Advising the controller or processor of their 
   obligations to comply with the Regulations        
   and other data protection laws.

• Monitoring compliance with the Regulations  
   and other data protection laws, including     
   managing internal data protection activities,  
   training data processing staff, and conducting  
   internal audits.

• Working and cooperating with the controller’s
 or processor’s designated supervisory 
   authority and serving as the contact point for  
   the supervisory authority on issues relating to   
   the processing of personal data.

•  Being available for inquiries from individuals 
   on issues relating to data protection practices,    
   withdrawal of consent, the right to be forgotten,  
   and related rights.

Under the Regulations, DPO’s have many rights 
in addition to their responsibilities. They may 
insist upon company resources to fulfill their job 
functions and for their own ongoing training. 
They must have access to the company’s data 
processing personnel and operations, significant 
independence in the performance of their roles, 
and a direct reporting line “to the highest 
management level” of the company. 

Conclusion 
To the extent that your company operates 
internationally, specifically into and out of the 
EU, these new rules will need to be examined to 
determine whether there is an impact on your 
operations or business. Contact Sherrard, 
German & Kelly if you should need more details 
regarding this assessment, and assistance in 
getting your business into timely compliance with 
the new Regulations.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Edward G. Rice, Esquire at 
egr@sgkpc.com or call (412)-355-0200. 
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EXPANDED REQUIREMENTS UNDER THE NEW 
EUROPEAN UNION DATA PROTECTION RULES

One of the greatest challenges facing 
businesses today is data security. If the 
business is based in the United States and 
operates in the international sphere, those 
challenges are compounded. In the United 
States, at the federal level, privacy and data 
protection rules have generally been limited 
(so far) to the financial services and health 
care industries and the academic sector (such 
as through GLB, HIPAA and FERPA). In 
addition, there is a patchwork quilt of state 
laws that have privacy and data protection 
purposes and objectives, which extend these 
rules to other types of industries. However, 
those rules vary widely from state to state. 

Because of this limited regulation of privacy 
and data protection here in the United States, 
the European Union has not historically 
considered the United States’ requirements 
and protections to be sufficiently adequate.  
Thus, for companies transmitting personal 
information of EU citizens to places outside of 
the EU (and certain other nations that adopted 
the EU data protection rules), regardless of 
industry type, there has been for quite some 
time a comprehensive set of rules. These rules 
are set forth in the European Union Data 
Protection Directive (95/46/EC) (the “Direc-
tive”). While the Directive has created an 
additional layer of complexity on companies 
that transfer data on EU individuals to places 
outside of the EU, such as banks and service 
providers with offshore operations, or multina-
tional companies transmitting employee data 
across international borders, the rules created 
a certain level of predictability. That may no 
longer be the case as significant changes in -- 
and greater uncertainty for compliance with -- 
EU data protection rules are now on the 
horizon.

The Directive was replaced in April 2016, by 
the General Data Protection Regulation, EU 
2016/679 (the “Regulations”). The Regula-
tions were adopted by the European Parlia-
ment in early May 2016, and became effective 
on May 24, 2016. Because of the significant 
expansion of duties to protect personal 
information under these new Regulations, 
however, there will be a two-year transition 
period. Thereafter, the Regulations will apply 
directly in all member states beginning May 
25, 2018, and the Directive will be automati-
cally repealed. This two-year delay is intended 
to give “data controllers” – i.e., the companies 
that are transmitting data about EU individuals 
- sufficient time to adapt data processing 
activities to ensure compliance with the 
new Regulations.
  
The Regulations cover in far greater detail the 
requirements imposed upon data controllers 
and entities that process data for the control-
lers – i.e., “processors”, and the rights of 
“data subjects” (individuals) with respect to 
personal data sharing into and out of the EU. 
This is a new legal framework, and there are 
many unanswered questions. The points noted 
below identify these requirements in a 
summary fashion:

1. Data Protection Principles

Much like under the Directive, the new Regula-
tions establish a number of principles with 
which data controllers and now, processors, 
must comply when processing personal data. 
These are identical to those set forth originally 
in the Directive, but with one important 
addition – the Regulations now provide a data 
protection and security element. 

2. Data Security/Breach Notification

Under the Regulations, personal data must be 
processed in a way that ensures appropriate 
security, including protection against unautho-
rized or unlawful processing, and from 
accidental loss, destruction or damage. This 
means that a robust data security program 
must be put into place assuming one does not 
already exist. The Regulations additionally 
require regular data security audits to consider 
the likelihood and severity of data breach 
risks. The Regulations impose strict require-
ments on controllers to maintain detailed 
records of processing.

The Regulations also adopt for the first time 
specific breach notification rules. The Regula-
tions contain a definition of “personal data 
breach,” differing from that of most United 
States data breach laws (existing at the 
state level) which, for example, are typically 
triggered only upon exposure of information 
that can lead to fraud or identity theft, such as 
financial account information. The definition 
in the Regulations is much broader. 

In the event of a personal data breach, data 
controllers must notify the supervisory authori-
ty of the member state where the controller 
has its main establishment. Notice must be 
provided “without undue delay and, where 
feasible, not later than 72 hours after having 
become aware of it.” There are certain limited 
exceptions to the timing and notice require-
ments set forth in the new rules. Notice is not 
required if “the personal data breach is unlike-
ly to result in a risk for the rights and freedoms 
of natural persons.”  No more guidance on the 
meaning of this phrase is available. The Regu-
lations further set forth the specific things that 
must be contained within the notice. Also, if 
the data controller determines that the person-
al data breach “is likely to result in a high risk 

to the rights and freedoms of individuals,” it 
must also notify the affected individuals “with-
out undue delay.” 

3. Consent

Under the Regulations, the consent standard 
of the Directive has been significantly 
strengthened. While the current rules require 
that a controller must have an individual’s 
consent to transmit that person’s data, with 
the Regulations, the individual’s consent to 
processing his or her personal data must be as 
easy to withdraw as it was to give, and it must 
be “freely given.” What this means precisely is 
still to be determined, but it appears that 
consent may need to be by opt-in. The opt-in 
standard for “sensitive personal information” 
still applies with the Regulations, as it did 
under the Directive. The data controller must 
also be able to demonstrate that consent 
was given. 

Whether consent is freely given may be deter-
mined at least in part by whether the individu-
al had a genuine or free choice in connection 
with the consent, or whether he or she can 
withdraw the consent without being penalized. 
How this will work, for instance, in the employ-
ment context is not presently clear. 

4. Privacy Policy

Much the same as the Directive, the Regula-
tions provide that the data controller must 
provide a privacy policy to the individual. 
However, the Regulations require more detail, 
such as including the rights afforded to the 
individual under the new law; for instance, 
the right to generally withdraw consent to 
the sharing.

5. Data Subject Rights

The Regulations substantially strengthen the 
rights of individuals under the privacy law. 
These rights include:

• the right to require information about their  
   data that is being processed;
• access to the data in certain circumstances; 
• correction of incorrect data; and
• restrict certain processing of the data.

In addition, individuals will have a right of 
portability of the data – the right to ask to get 
it back in a specified format so that the data 
can be transferred to another data controller 
for processing. This could create a significant 
burden for companies, and the parameters of 
this rule are not yet clear.
 
A significant change also involves the new 
“right to be forgotten”, or “right of erasure”. 
This allows individuals to require the data 
controller to erase their personal data without 
undue delay in certain circumstances, such as 
where consent to process the data has been 
withdrawn, and no other legal ground for 
processing it exists. This right of erasure is 
also coupled with an obligation on the part of 
the controller to take reasonable steps to 
inform third parties that the individual has 
requested erasure of any links to or copies of 
their data. Like much else in the new Regula-
tions, it remains to be seen how these new 
rules will work in actual practice. 

6. Direct Responsibilities for Data Processors

A significant change under the Regulations is 
to add direct responsibility for processors. 
These servicing entities now must have 
programs in place including designating a data 
protection officer, maintaining written record 
of processing activities carried out on behalf of 
each entity for which it is performing process-
ing services, and importantly, notifying the 
data controller in the case of any data breach-
es. Nevertheless, the burden for personal data 
protection under the Regulations still rests 
primarily with data controllers.

7. Processor’s Additional Duties and 
    Restrictions on Subcontracting

The Regulations prescribe specific obligations 
on processors in addition to the contract terms 
between them and the controllers. A proces-
sor’s duties are primarily to controllers, includ-
ing requirements to process data only as 
instructed by controllers and to delete or 
return data to the controller once processing is 
complete.

Under the Regulations, processors are prohibit-
ed from engaging sub-processors without prior 
specific or general written permission of the 
controller. Controllers retain the right to object 
to the addition or replacement of processors.
 
In the event of a personal data breach, proces-
sors are required to notify the controller without 
“undue delay”. The burden then shifts to the 
controller to notify the appropriate supervisory 
authority within 72 hours of becoming aware of 
the breach.
 
8. Designation of Data Protection Officer

Data controllers and processors must designate 
a data protection officer (“DPO”) to comply 
with the new Regulations. The DPO must have 
“expert knowledge of data protection law and 
practices.” 

The DPO’s duties include:

• Advising the controller or processor of their 
   obligations to comply with the Regulations        
   and other data protection laws.

• Monitoring compliance with the Regulations  
   and other data protection laws, including     
   managing internal data protection activities,  
   training data processing staff, and conducting  
   internal audits.

• Working and cooperating with the controller’s
 or processor’s designated supervisory 
   authority and serving as the contact point for  
   the supervisory authority on issues relating to   
   the processing of personal data.

•  Being available for inquiries from individuals 
   on issues relating to data protection practices,    
   withdrawal of consent, the right to be forgotten,  
   and related rights.

Under the Regulations, DPO’s have many rights 
in addition to their responsibilities. They may 
insist upon company resources to fulfill their job 
functions and for their own ongoing training. 
They must have access to the company’s data 
processing personnel and operations, significant 
independence in the performance of their roles, 
and a direct reporting line “to the highest 
management level” of the company. 

Conclusion 
To the extent that your company operates 
internationally, specifically into and out of the 
EU, these new rules will need to be examined to 
determine whether there is an impact on your 
operations or business. Contact Sherrard, 
German & Kelly if you should need more details 
regarding this assessment, and assistance in 
getting your business into timely compliance with 
the new Regulations.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Edward G. Rice, Esquire at 
egr@sgkpc.com or call (412)-355-0200. 
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SGK was again proud to sponsor the Juvenile 
Diabetes Research Foundation (JDRF) in its 
flagship fundraising event, JDRF One Walk, 
helping to raise money to assist JDRF in its 
effort to create a world without Type 1 
Diabetes (T1D).  Many employees and 
members of SGK participated in the 2-mile 
walk that took place at Schenley Park, 
Flagstaff Hill and included hundreds of 
enthusiastic people of all ages, some with 
their friendly dogs in attendance as well.

The event, which took place on a beautifully 
warm Fall day, included music, kid zone 
activities, food and lots of people eager to 
participate in the walk, increase awareness 
about juvenile diabetes and raise money for 
life-changing research. SGK has been a 
long-standing supporter of JDRF and JDRF 
One Walk.

The holiday season is fast approaching, and 
with it, the ubiquitous holiday office party.  A 
holiday office party is a great way to celebrate 
a successful year and to thank employees for a 
job well done.  But before you deck the halls, 
trim the tree, or light even one candle on the 
Hanukiah or Kinara, remember that if 
employers are not careful, even the most 
well-intentioned party can quickly turn into 
Tim Burton’s “The Nightmare before 
Christmas.”

In today’s world, a celebration or holiday party 
designed to boost morale or express 
appreciation for a year of hard work has the 
potential to prompt a lawsuit.  Alcohol-related 
incidents, claims of harassment or 
discrimination, and wage and hour violations 
have led to a great number of employer holiday 
hangovers.  To avoid starting your new year off 
with a legal headache, there is no substitution 
for the office version of Santa’s naughty 
detector; namely, a few designated managers 
who stick to non-alcoholic drinks and are 
ready to intervene before Pat from accounting 
overdoses on eggnog and starts chasing 
everyone with mistletoe.  In addition, consider 
these helpful tips while planning your holiday 
office party this year. 

Implement a Plan to Minimize 
Alcohol-Related Incidents

For some employers, alcohol at a 
company-sponsored event is no-no.  For 
others, there is no party without fermented 
libations.  Regardless, all employers should 
establish clear guidelines regarding alcohol 
before the festivities begin.  In Pennsylvania, 
social and business hosts (i.e. those who are 
not in the business of providing alcohol for 
money) are generally not liable for serving 
intoxicated persons who are 21 years of age 
and older.  But regardless of liability issues, no 
one wants a holiday party to end in tragedy, 
and where the damages and injuries resulting 
from a drunken employee are serious enough, 
favorable legal precedent can become as thin 
as the paper used to wrap gifts.  Furthermore, 
Pennsylvania law will hold an employer liable 
for serving alcohol to individuals under 21 
years of age.  The consumption of alcohol also 
tends to lower employee inhibitions, resulting 
in the potential for injuries and inappropriate 
and embarrassing behavior.  

 

If you choose to serve alcohol at your office 
holiday party, we recommend:

• Sending a reminder to employees in advance   
   encouraging them to drink responsibly and     
   plan transportation in advance.  Offer free rides  
   home in a taxi or other service.

• Setting an end-time for the party and closing     
   the bar at least a half hour before the end-time.

• Hosting the event at an establishment where    
   alcohol is served by professional bartenders    
   who know how to respond to overly intoxicated  
   guests.

• If you host the event on-site, consider hiring    
   professional bartenders or caterers with liability  
   insurance coverage to serve alcohol.

• Avoiding self-serve and single source alcoholic  
   beverages such as punch bowls or kegs, where  
   consumption is difficult to monitor.

• Ensuring that there are adequate non-alcoholic  
   beverages and food and provide entertainment  
   to shift the focus away from drinking.

• Scheduling the event during the day or on a     
   weeknight so that employees are less likely to  
   over-indulge. 

• Encouraging certain management employees to  
   keep an eye out if/where employees appear      
   overly intoxicated.

Limit the Potential for Inappropriate 
Behavior
Employees tend to be less reserved at social 
events than they are in the office.  Mix in some 
alcohol and some mistletoe and you have a 
punch bowl full of potentially inappropriate 
behavior.  Add in the pressure many employees 
feel to laugh at the boss’s jokes and the punch 
can leave a not-so-jolly aftertaste that results in 
a discrimination or harassment complaint.  In 
order to prevent the merry conversations, festive 
jokes, and harmless fun from turning into a 
holiday disaster, strongly consider the following 
Do’s and Don’ts:

Respect Workforce Differences

An employer who plans a holiday party with a 
sensitivity toward diversity earns a spot on 
Santa’s nice list or a spin of the dreidel that 
results in a gimel.  Employers may want to 
consider the timing of the party so as not to 
exclude certain employees for religious reasons.  
For example, the Jewish Sabbath starts at 
sundown on Friday nights.  Therefore, 
scheduling the party on Friday evening may 
exclude Jewish employees.  A number of 
religious and cultural holidays fall near the end 
of the calendar year.  Employers should bear in 
mind that while religious references and 
decorations with religious significance are not 
legally precluded in a private workplace or at an 
office party, employees may use insensitivity to 
religious or cultural differences as additional 
evidentiary support for a discrimination claim.  
Avoiding religious references and religious 

themes altogether at holiday parties reinforces 
the employer’s commitment to equal 
opportunity employment practices.  The 
Kwanzaa principle of Umoja, or unity, where 
care is taken to foster a sense of community 
and togetherness is applicable.  An event where 
all employees feel welcome is typically one 
where everyone feels included and no one feels 
alienated by religious symbols or references that 
don’t apply to them.  On this point, consider the 
following:

• Offer non-alcoholic beverages, and a variety  
   of meal choices that may include vegetarian  
   and kosher options to make the festivities      
   more inclusive.  

• Consider telling employees to provide menu     
   suggestions or dietary restrictions       
   beforehand.  

• Ensure that the timing of the party does not  
   exclude any employees for religious reasons.

• Use neutral decorations such as snowflakes,  
   holly, and poinsettias.

Avoid Worker’s Compensation Issues
If an employee is injured or becomes sick 
during or after a holiday party, there may be a 
question as to whether the injury or sickness is 
covered by the employer’s worker’s 
compensation policy.  Generally speaking, 
Pennsylvania courts will only deny worker’s 
compensation coverage if the employee was 
clearly not required to attend the party and his 
or her attendance had no bearing on 
employment status.  In order to avoid a 
potential worker’s compensation claim, the 
following steps should be taken:

Avoid Wage and Hour Claims

Assigning tasks to employees during a 
company-sponsored holiday party, no matter 
how small, may be considered to be hours 
worked for which such employees must be paid.  
For instance, requiring a non-exempt employee 
to greet people at the door or to handout name 
tags will likely be viewed as compensable work 
time that needs to be included when 
determining regular and overtime pay.  In order 
to avoid looking like a Grinch, we recommend 
the following:

Cheers to you and yours.  Here’s hoping that 
these pointers help to usher in a safe, 
low-stress, and liability-free holiday season.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Suzanne L. DeWalt, Esquire 
at sld@sgkpc.com, Beverly A. Block, Esquire at 
bab@sgkpc.com, or Curtis M. Schaffner, Esquire 
at cms@sgkpc.com or call any member of the 
Employment Services Group at (412)-355-0200.

One of the greatest challenges facing 
businesses today is data security. If the 
business is based in the United States and 
operates in the international sphere, those 
challenges are compounded. In the United 
States, at the federal level, privacy and data 
protection rules have generally been limited 
(so far) to the financial services and health 
care industries and the academic sector (such 
as through GLB, HIPAA and FERPA). In 
addition, there is a patchwork quilt of state 
laws that have privacy and data protection 
purposes and objectives, which extend these 
rules to other types of industries. However, 
those rules vary widely from state to state. 

Because of this limited regulation of privacy 
and data protection here in the United States, 
the European Union has not historically 
considered the United States’ requirements 
and protections to be sufficiently adequate.  
Thus, for companies transmitting personal 
information of EU citizens to places outside of 
the EU (and certain other nations that adopted 
the EU data protection rules), regardless of 
industry type, there has been for quite some 
time a comprehensive set of rules. These rules 
are set forth in the European Union Data 
Protection Directive (95/46/EC) (the “Direc-
tive”). While the Directive has created an 
additional layer of complexity on companies 
that transfer data on EU individuals to places 
outside of the EU, such as banks and service 
providers with offshore operations, or multina-
tional companies transmitting employee data 
across international borders, the rules created 
a certain level of predictability. That may no 
longer be the case as significant changes in -- 
and greater uncertainty for compliance with -- 
EU data protection rules are now on the 
horizon.

The Directive was replaced in April 2016, by 
the General Data Protection Regulation, EU 
2016/679 (the “Regulations”). The Regula-
tions were adopted by the European Parlia-
ment in early May 2016, and became effective 
on May 24, 2016. Because of the significant 
expansion of duties to protect personal 
information under these new Regulations, 
however, there will be a two-year transition 
period. Thereafter, the Regulations will apply 
directly in all member states beginning May 
25, 2018, and the Directive will be automati-
cally repealed. This two-year delay is intended 
to give “data controllers” – i.e., the companies 
that are transmitting data about EU individuals 
- sufficient time to adapt data processing 
activities to ensure compliance with the 
new Regulations.
  
The Regulations cover in far greater detail the 
requirements imposed upon data controllers 
and entities that process data for the control-
lers – i.e., “processors”, and the rights of 
“data subjects” (individuals) with respect to 
personal data sharing into and out of the EU. 
This is a new legal framework, and there are 
many unanswered questions. The points noted 
below identify these requirements in a 
summary fashion:

1. Data Protection Principles

Much like under the Directive, the new Regula-
tions establish a number of principles with 
which data controllers and now, processors, 
must comply when processing personal data. 
These are identical to those set forth originally 
in the Directive, but with one important 
addition – the Regulations now provide a data 
protection and security element. 

2. Data Security/Breach Notification

Under the Regulations, personal data must be 
processed in a way that ensures appropriate 
security, including protection against unautho-
rized or unlawful processing, and from 
accidental loss, destruction or damage. This 
means that a robust data security program 
must be put into place assuming one does not 
already exist. The Regulations additionally 
require regular data security audits to consider 
the likelihood and severity of data breach 
risks. The Regulations impose strict require-
ments on controllers to maintain detailed 
records of processing.

The Regulations also adopt for the first time 
specific breach notification rules. The Regula-
tions contain a definition of “personal data 
breach,” differing from that of most United 
States data breach laws (existing at the 
state level) which, for example, are typically 
triggered only upon exposure of information 
that can lead to fraud or identity theft, such as 
financial account information. The definition 
in the Regulations is much broader. 

In the event of a personal data breach, data 
controllers must notify the supervisory authori-
ty of the member state where the controller 
has its main establishment. Notice must be 
provided “without undue delay and, where 
feasible, not later than 72 hours after having 
become aware of it.” There are certain limited 
exceptions to the timing and notice require-
ments set forth in the new rules. Notice is not 
required if “the personal data breach is unlike-
ly to result in a risk for the rights and freedoms 
of natural persons.”  No more guidance on the 
meaning of this phrase is available. The Regu-
lations further set forth the specific things that 
must be contained within the notice. Also, if 
the data controller determines that the person-
al data breach “is likely to result in a high risk 

to the rights and freedoms of individuals,” it 
must also notify the affected individuals “with-
out undue delay.” 

3. Consent

Under the Regulations, the consent standard 
of the Directive has been significantly 
strengthened. While the current rules require 
that a controller must have an individual’s 
consent to transmit that person’s data, with 
the Regulations, the individual’s consent to 
processing his or her personal data must be as 
easy to withdraw as it was to give, and it must 
be “freely given.” What this means precisely is 
still to be determined, but it appears that 
consent may need to be by opt-in. The opt-in 
standard for “sensitive personal information” 
still applies with the Regulations, as it did 
under the Directive. The data controller must 
also be able to demonstrate that consent 
was given. 

Whether consent is freely given may be deter-
mined at least in part by whether the individu-
al had a genuine or free choice in connection 
with the consent, or whether he or she can 
withdraw the consent without being penalized. 
How this will work, for instance, in the employ-
ment context is not presently clear. 

4. Privacy Policy

Much the same as the Directive, the Regula-
tions provide that the data controller must 
provide a privacy policy to the individual. 
However, the Regulations require more detail, 
such as including the rights afforded to the 
individual under the new law; for instance, 
the right to generally withdraw consent to 
the sharing.

5. Data Subject Rights

The Regulations substantially strengthen the 
rights of individuals under the privacy law. 
These rights include:

• the right to require information about their  
   data that is being processed;
• access to the data in certain circumstances; 
• correction of incorrect data; and
• restrict certain processing of the data.

In addition, individuals will have a right of 
portability of the data – the right to ask to get 
it back in a specified format so that the data 
can be transferred to another data controller 
for processing. This could create a significant 
burden for companies, and the parameters of 
this rule are not yet clear.
 
A significant change also involves the new 
“right to be forgotten”, or “right of erasure”. 
This allows individuals to require the data 
controller to erase their personal data without 
undue delay in certain circumstances, such as 
where consent to process the data has been 
withdrawn, and no other legal ground for 
processing it exists. This right of erasure is 
also coupled with an obligation on the part of 
the controller to take reasonable steps to 
inform third parties that the individual has 
requested erasure of any links to or copies of 
their data. Like much else in the new Regula-
tions, it remains to be seen how these new 
rules will work in actual practice. 

6. Direct Responsibilities for Data Processors

A significant change under the Regulations is 
to add direct responsibility for processors. 
These servicing entities now must have 
programs in place including designating a data 
protection officer, maintaining written record 
of processing activities carried out on behalf of 
each entity for which it is performing process-
ing services, and importantly, notifying the 
data controller in the case of any data breach-
es. Nevertheless, the burden for personal data 
protection under the Regulations still rests 
primarily with data controllers.

7. Processor’s Additional Duties and 
    Restrictions on Subcontracting

The Regulations prescribe specific obligations 
on processors in addition to the contract terms 
between them and the controllers. A proces-
sor’s duties are primarily to controllers, includ-
ing requirements to process data only as 
instructed by controllers and to delete or 
return data to the controller once processing is 
complete.

Under the Regulations, processors are prohibit-
ed from engaging sub-processors without prior 
specific or general written permission of the 
controller. Controllers retain the right to object 
to the addition or replacement of processors.
 
In the event of a personal data breach, proces-
sors are required to notify the controller without 
“undue delay”. The burden then shifts to the 
controller to notify the appropriate supervisory 
authority within 72 hours of becoming aware of 
the breach.
 
8. Designation of Data Protection Officer

Data controllers and processors must designate 
a data protection officer (“DPO”) to comply 
with the new Regulations. The DPO must have 
“expert knowledge of data protection law and 
practices.” 

The DPO’s duties include:

• Advising the controller or processor of their 
   obligations to comply with the Regulations        
   and other data protection laws.

• Monitoring compliance with the Regulations  
   and other data protection laws, including     
   managing internal data protection activities,  
   training data processing staff, and conducting  
   internal audits.

• Working and cooperating with the controller’s
 or processor’s designated supervisory 
   authority and serving as the contact point for  
   the supervisory authority on issues relating to   
   the processing of personal data.

•  Being available for inquiries from individuals 
   on issues relating to data protection practices,    
   withdrawal of consent, the right to be forgotten,  
   and related rights.

Under the Regulations, DPO’s have many rights 
in addition to their responsibilities. They may 
insist upon company resources to fulfill their job 
functions and for their own ongoing training. 
They must have access to the company’s data 
processing personnel and operations, significant 
independence in the performance of their roles, 
and a direct reporting line “to the highest 
management level” of the company. 

Conclusion 
To the extent that your company operates 
internationally, specifically into and out of the 
EU, these new rules will need to be examined to 
determine whether there is an impact on your 
operations or business. Contact Sherrard, 
German & Kelly if you should need more details 
regarding this assessment, and assistance in 
getting your business into timely compliance with 
the new Regulations.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Edward G. Rice, Esquire at 
egr@sgkpc.com or call (412)-355-0200. 

(continued on page 6)

SGK was a proud sponsor and participant in 
the Leukemia & Lymphoma Society’s Light the 
Night Walk held on October 5, 2016.  “Team 
German” was sponsored by SGK and included 
many employees, members and friends of 
SGK who participated in the walk that took 
place at Heinz Field.  The event included a 
tailgate with food and music donated by Team 
German members.  Team German was 
privileged to carry a gold lantern during the 
walk in remembrance of their colleague, 
Robert D. German, who passed away following 
a months-long battle against acute myeloid 
leukemia.

The Leukemia & Lymphoma Society’s mission 
is to provide local patients with financial aid 
and to fund critically needed research for the 
treatment and cure of blood cancers, as well 
as many other types of cancer.  SGK and 
Team German is honored to be a supporter of 
the Leukemia & Lymphoma Society and its 
mission to fight cancer! 
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This Newsletter is privately distributed by 
Sherrard, German & Kelly, P.C. (SGKPC), for 
the general information of its clients, friends 
and readers. It is not a solicitation of, nor is 
it an engagement for, legal services. The 
views expressed herein are limited to the 
circumstances presented and not a 
representation of the opinions of SGKPC or 
its authors on a specific fact pattern or 
event, and should not be relied upon for any 
other purpose than expressly set forth in this 
paragraph. This Newsletter is not designed 
to be, nor should it be considered or used 
as, the sole source of analyzing and resolving 
legal problems. If you have, or think you may 
have, such a legal problem relating to any of 
the matters discussed in this Newsletter, 
consult legal counsel. Also, if you have 
questions regarding any of the items 
contained in this Newsletter, contact SGKPC 
and any of its attorneys, through its main 
number, 412-355-0200.  This Newsletter 
and its contents are the property of SGKPC 
and its authors. All rights reserved.

The holiday season is fast approaching, and 
with it, the ubiquitous holiday office party.  A 
holiday office party is a great way to celebrate 
a successful year and to thank employees for a 
job well done.  But before you deck the halls, 
trim the tree, or light even one candle on the 
Hanukiah or Kinara, remember that if 
employers are not careful, even the most 
well-intentioned party can quickly turn into 
Tim Burton’s “The Nightmare before 
Christmas.”

In today’s world, a celebration or holiday party 
designed to boost morale or express 
appreciation for a year of hard work has the 
potential to prompt a lawsuit.  Alcohol-related 
incidents, claims of harassment or 
discrimination, and wage and hour violations 
have led to a great number of employer holiday 
hangovers.  To avoid starting your new year off 
with a legal headache, there is no substitution 
for the office version of Santa’s naughty 
detector; namely, a few designated managers 
who stick to non-alcoholic drinks and are 
ready to intervene before Pat from accounting 
overdoses on eggnog and starts chasing 
everyone with mistletoe.  In addition, consider 
these helpful tips while planning your holiday 
office party this year. 

Implement a Plan to Minimize 
Alcohol-Related Incidents

For some employers, alcohol at a 
company-sponsored event is no-no.  For 
others, there is no party without fermented 
libations.  Regardless, all employers should 
establish clear guidelines regarding alcohol 
before the festivities begin.  In Pennsylvania, 
social and business hosts (i.e. those who are 
not in the business of providing alcohol for 
money) are generally not liable for serving 
intoxicated persons who are 21 years of age 
and older.  But regardless of liability issues, no 
one wants a holiday party to end in tragedy, 
and where the damages and injuries resulting 
from a drunken employee are serious enough, 
favorable legal precedent can become as thin 
as the paper used to wrap gifts.  Furthermore, 
Pennsylvania law will hold an employer liable 
for serving alcohol to individuals under 21 
years of age.  The consumption of alcohol also 
tends to lower employee inhibitions, resulting 
in the potential for injuries and inappropriate 
and embarrassing behavior.  

 

If you choose to serve alcohol at your office 
holiday party, we recommend:

• Sending a reminder to employees in advance   
   encouraging them to drink responsibly and     
   plan transportation in advance.  Offer free rides  
   home in a taxi or other service.

• Setting an end-time for the party and closing     
   the bar at least a half hour before the end-time.

• Hosting the event at an establishment where    
   alcohol is served by professional bartenders    
   who know how to respond to overly intoxicated  
   guests.

• If you host the event on-site, consider hiring    
   professional bartenders or caterers with liability  
   insurance coverage to serve alcohol.

• Avoiding self-serve and single source alcoholic  
   beverages such as punch bowls or kegs, where  
   consumption is difficult to monitor.

• Ensuring that there are adequate non-alcoholic  
   beverages and food and provide entertainment  
   to shift the focus away from drinking.

• Scheduling the event during the day or on a     
   weeknight so that employees are less likely to  
   over-indulge. 

• Encouraging certain management employees to  
   keep an eye out if/where employees appear      
   overly intoxicated.

Limit the Potential for Inappropriate 
Behavior
Employees tend to be less reserved at social 
events than they are in the office.  Mix in some 
alcohol and some mistletoe and you have a 
punch bowl full of potentially inappropriate 
behavior.  Add in the pressure many employees 
feel to laugh at the boss’s jokes and the punch 
can leave a not-so-jolly aftertaste that results in 
a discrimination or harassment complaint.  In 
order to prevent the merry conversations, festive 
jokes, and harmless fun from turning into a 
holiday disaster, strongly consider the following 
Do’s and Don’ts:

Respect Workforce Differences

An employer who plans a holiday party with a 
sensitivity toward diversity earns a spot on 
Santa’s nice list or a spin of the dreidel that 
results in a gimel.  Employers may want to 
consider the timing of the party so as not to 
exclude certain employees for religious reasons.  
For example, the Jewish Sabbath starts at 
sundown on Friday nights.  Therefore, 
scheduling the party on Friday evening may 
exclude Jewish employees.  A number of 
religious and cultural holidays fall near the end 
of the calendar year.  Employers should bear in 
mind that while religious references and 
decorations with religious significance are not 
legally precluded in a private workplace or at an 
office party, employees may use insensitivity to 
religious or cultural differences as additional 
evidentiary support for a discrimination claim.  
Avoiding religious references and religious 

themes altogether at holiday parties reinforces 
the employer’s commitment to equal 
opportunity employment practices.  The 
Kwanzaa principle of Umoja, or unity, where 
care is taken to foster a sense of community 
and togetherness is applicable.  An event where 
all employees feel welcome is typically one 
where everyone feels included and no one feels 
alienated by religious symbols or references that 
don’t apply to them.  On this point, consider the 
following:

• Offer non-alcoholic beverages, and a variety  
   of meal choices that may include vegetarian  
   and kosher options to make the festivities      
   more inclusive.  

• Consider telling employees to provide menu     
   suggestions or dietary restrictions       
   beforehand.  

• Ensure that the timing of the party does not  
   exclude any employees for religious reasons.

• Use neutral decorations such as snowflakes,  
   holly, and poinsettias.

Avoid Worker’s Compensation Issues
If an employee is injured or becomes sick 
during or after a holiday party, there may be a 
question as to whether the injury or sickness is 
covered by the employer’s worker’s 
compensation policy.  Generally speaking, 
Pennsylvania courts will only deny worker’s 
compensation coverage if the employee was 
clearly not required to attend the party and his 
or her attendance had no bearing on 
employment status.  In order to avoid a 
potential worker’s compensation claim, the 
following steps should be taken:

Avoid Wage and Hour Claims

Assigning tasks to employees during a 
company-sponsored holiday party, no matter 
how small, may be considered to be hours 
worked for which such employees must be paid.  
For instance, requiring a non-exempt employee 
to greet people at the door or to handout name 
tags will likely be viewed as compensable work 
time that needs to be included when 
determining regular and overtime pay.  In order 
to avoid looking like a Grinch, we recommend 
the following:

Cheers to you and yours.  Here’s hoping that 
these pointers help to usher in a safe, 
low-stress, and liability-free holiday season.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Suzanne L. DeWalt, Esquire 
at sld@sgkpc.com, Beverly A. Block, Esquire at 
bab@sgkpc.com, or Curtis M. Schaffner, Esquire 
at cms@sgkpc.com or call any member of the 
Employment Services Group at (412)-355-0200.

One of the greatest challenges facing 
businesses today is data security. If the 
business is based in the United States and 
operates in the international sphere, those 
challenges are compounded. In the United 
States, at the federal level, privacy and data 
protection rules have generally been limited 
(so far) to the financial services and health 
care industries and the academic sector (such 
as through GLB, HIPAA and FERPA). In 
addition, there is a patchwork quilt of state 
laws that have privacy and data protection 
purposes and objectives, which extend these 
rules to other types of industries. However, 
those rules vary widely from state to state. 

Because of this limited regulation of privacy 
and data protection here in the United States, 
the European Union has not historically 
considered the United States’ requirements 
and protections to be sufficiently adequate.  
Thus, for companies transmitting personal 
information of EU citizens to places outside of 
the EU (and certain other nations that adopted 
the EU data protection rules), regardless of 
industry type, there has been for quite some 
time a comprehensive set of rules. These rules 
are set forth in the European Union Data 
Protection Directive (95/46/EC) (the “Direc-
tive”). While the Directive has created an 
additional layer of complexity on companies 
that transfer data on EU individuals to places 
outside of the EU, such as banks and service 
providers with offshore operations, or multina-
tional companies transmitting employee data 
across international borders, the rules created 
a certain level of predictability. That may no 
longer be the case as significant changes in -- 
and greater uncertainty for compliance with -- 
EU data protection rules are now on the 
horizon.

The Directive was replaced in April 2016, by 
the General Data Protection Regulation, EU 
2016/679 (the “Regulations”). The Regula-
tions were adopted by the European Parlia-
ment in early May 2016, and became effective 
on May 24, 2016. Because of the significant 
expansion of duties to protect personal 
information under these new Regulations, 
however, there will be a two-year transition 
period. Thereafter, the Regulations will apply 
directly in all member states beginning May 
25, 2018, and the Directive will be automati-
cally repealed. This two-year delay is intended 
to give “data controllers” – i.e., the companies 
that are transmitting data about EU individuals 
- sufficient time to adapt data processing 
activities to ensure compliance with the 
new Regulations.
  
The Regulations cover in far greater detail the 
requirements imposed upon data controllers 
and entities that process data for the control-
lers – i.e., “processors”, and the rights of 
“data subjects” (individuals) with respect to 
personal data sharing into and out of the EU. 
This is a new legal framework, and there are 
many unanswered questions. The points noted 
below identify these requirements in a 
summary fashion:

1. Data Protection Principles

Much like under the Directive, the new Regula-
tions establish a number of principles with 
which data controllers and now, processors, 
must comply when processing personal data. 
These are identical to those set forth originally 
in the Directive, but with one important 
addition – the Regulations now provide a data 
protection and security element. 

2. Data Security/Breach Notification

Under the Regulations, personal data must be 
processed in a way that ensures appropriate 
security, including protection against unautho-
rized or unlawful processing, and from 
accidental loss, destruction or damage. This 
means that a robust data security program 
must be put into place assuming one does not 
already exist. The Regulations additionally 
require regular data security audits to consider 
the likelihood and severity of data breach 
risks. The Regulations impose strict require-
ments on controllers to maintain detailed 
records of processing.

The Regulations also adopt for the first time 
specific breach notification rules. The Regula-
tions contain a definition of “personal data 
breach,” differing from that of most United 
States data breach laws (existing at the 
state level) which, for example, are typically 
triggered only upon exposure of information 
that can lead to fraud or identity theft, such as 
financial account information. The definition 
in the Regulations is much broader. 

In the event of a personal data breach, data 
controllers must notify the supervisory authori-
ty of the member state where the controller 
has its main establishment. Notice must be 
provided “without undue delay and, where 
feasible, not later than 72 hours after having 
become aware of it.” There are certain limited 
exceptions to the timing and notice require-
ments set forth in the new rules. Notice is not 
required if “the personal data breach is unlike-
ly to result in a risk for the rights and freedoms 
of natural persons.”  No more guidance on the 
meaning of this phrase is available. The Regu-
lations further set forth the specific things that 
must be contained within the notice. Also, if 
the data controller determines that the person-
al data breach “is likely to result in a high risk 

to the rights and freedoms of individuals,” it 
must also notify the affected individuals “with-
out undue delay.” 

3. Consent

Under the Regulations, the consent standard 
of the Directive has been significantly 
strengthened. While the current rules require 
that a controller must have an individual’s 
consent to transmit that person’s data, with 
the Regulations, the individual’s consent to 
processing his or her personal data must be as 
easy to withdraw as it was to give, and it must 
be “freely given.” What this means precisely is 
still to be determined, but it appears that 
consent may need to be by opt-in. The opt-in 
standard for “sensitive personal information” 
still applies with the Regulations, as it did 
under the Directive. The data controller must 
also be able to demonstrate that consent 
was given. 

Whether consent is freely given may be deter-
mined at least in part by whether the individu-
al had a genuine or free choice in connection 
with the consent, or whether he or she can 
withdraw the consent without being penalized. 
How this will work, for instance, in the employ-
ment context is not presently clear. 

4. Privacy Policy

Much the same as the Directive, the Regula-
tions provide that the data controller must 
provide a privacy policy to the individual. 
However, the Regulations require more detail, 
such as including the rights afforded to the 
individual under the new law; for instance, 
the right to generally withdraw consent to 
the sharing.

5. Data Subject Rights

The Regulations substantially strengthen the 
rights of individuals under the privacy law. 
These rights include:

• the right to require information about their  
   data that is being processed;
• access to the data in certain circumstances; 
• correction of incorrect data; and
• restrict certain processing of the data.

In addition, individuals will have a right of 
portability of the data – the right to ask to get 
it back in a specified format so that the data 
can be transferred to another data controller 
for processing. This could create a significant 
burden for companies, and the parameters of 
this rule are not yet clear.
 
A significant change also involves the new 
“right to be forgotten”, or “right of erasure”. 
This allows individuals to require the data 
controller to erase their personal data without 
undue delay in certain circumstances, such as 
where consent to process the data has been 
withdrawn, and no other legal ground for 
processing it exists. This right of erasure is 
also coupled with an obligation on the part of 
the controller to take reasonable steps to 
inform third parties that the individual has 
requested erasure of any links to or copies of 
their data. Like much else in the new Regula-
tions, it remains to be seen how these new 
rules will work in actual practice. 

6. Direct Responsibilities for Data Processors

A significant change under the Regulations is 
to add direct responsibility for processors. 
These servicing entities now must have 
programs in place including designating a data 
protection officer, maintaining written record 
of processing activities carried out on behalf of 
each entity for which it is performing process-
ing services, and importantly, notifying the 
data controller in the case of any data breach-
es. Nevertheless, the burden for personal data 
protection under the Regulations still rests 
primarily with data controllers.

7. Processor’s Additional Duties and 
    Restrictions on Subcontracting

The Regulations prescribe specific obligations 
on processors in addition to the contract terms 
between them and the controllers. A proces-
sor’s duties are primarily to controllers, includ-
ing requirements to process data only as 
instructed by controllers and to delete or 
return data to the controller once processing is 
complete.

Under the Regulations, processors are prohibit-
ed from engaging sub-processors without prior 
specific or general written permission of the 
controller. Controllers retain the right to object 
to the addition or replacement of processors.
 
In the event of a personal data breach, proces-
sors are required to notify the controller without 
“undue delay”. The burden then shifts to the 
controller to notify the appropriate supervisory 
authority within 72 hours of becoming aware of 
the breach.
 
8. Designation of Data Protection Officer

Data controllers and processors must designate 
a data protection officer (“DPO”) to comply 
with the new Regulations. The DPO must have 
“expert knowledge of data protection law and 
practices.” 

The DPO’s duties include:

• Advising the controller or processor of their 
   obligations to comply with the Regulations        
   and other data protection laws.

• Monitoring compliance with the Regulations  
   and other data protection laws, including     
   managing internal data protection activities,  
   training data processing staff, and conducting  
   internal audits.

• Working and cooperating with the controller’s
 or processor’s designated supervisory 
   authority and serving as the contact point for  
   the supervisory authority on issues relating to   
   the processing of personal data.

•  Being available for inquiries from individuals 
   on issues relating to data protection practices,    
   withdrawal of consent, the right to be forgotten,  
   and related rights.

Under the Regulations, DPO’s have many rights 
in addition to their responsibilities. They may 
insist upon company resources to fulfill their job 
functions and for their own ongoing training. 
They must have access to the company’s data 
processing personnel and operations, significant 
independence in the performance of their roles, 
and a direct reporting line “to the highest 
management level” of the company. 

Conclusion 
To the extent that your company operates 
internationally, specifically into and out of the 
EU, these new rules will need to be examined to 
determine whether there is an impact on your 
operations or business. Contact Sherrard, 
German & Kelly if you should need more details 
regarding this assessment, and assistance in 
getting your business into timely compliance with 
the new Regulations.

If you have any questions or would like more 
information on the issues discussed above, 
please contact Edward G. Rice, Esquire at 
egr@sgkpc.com or call (412)-355-0200. 

(continued from page 5)
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